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ABSTRACT

This appendix to the DoD Weapon Systers Software Management

Study conducted by APL contains background material extracted and/or
summarized from 10 previous DoD-sponsored studies. The studies were

designated Baseline Documents by the Department of Defense Software
Management Steering Committee and are particularly relevant to the
subject of Weapon Systems software. A brief introduction specifying
the purpose of each study and a summary of its findings and/or con-
clusicns are included. Recommendations are summarized for each
study that provided them. Whenever such study recommendations are
available, wobreviated versions of the APL recommendations (from the
main report) that correlate most closely are included for reference.
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1. INTRODUCTION

This appendix to the DoD Weapon Systems Software Management Study
conducted by APL contains materizl that has been extracted and/or sum-
marized from 10 previous studies. These studies were selected and desig-
nated by the Department of Defense Software Management Steering Committee
as Baseline Documents; they are listed in Table 1-1. A more detailed
iisring is given in Table 1-2 for the reader's convenience.

Baseline Documents are, by definition, studies that are particu-
larly relevant to the subject cof Weapon Systems sofcware, Generally, a
common theme points to the need to manage Weapon Systems software in a
manner that will reduce costs and provide greater visibility throughout
the total acquisition cycle.

A brief introduction specifying the purpose of each study and a
summary of the findings/conclusions have been included. A summary of
recommendations has been included for those studies that provided them.
Whenever such study reccmmendations are available, abbreviated versionms
of the major APL recommendations that correlate most closely are in-
cluded for reference.

1-1
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TABLE 1-1
BASELINE DOCUMENTS -~ STUDIES AND WORKSHOPS

Title Sponsor Date

Electronics-X: A Study of Military Electronics

with Particular Reference to Cost and Relia~

bility ARPA ,DDR&E Jan 74
Tactical Computer Software Acquisition and

Maintenance Staff Study OSD(I&L) Oct 73
Army Scientific Advisory Panel Ad Hoc Com-

mittee for Army Tactical Data System Soft-

ware Development Army Oct 74
Information Processing/Data Automation Impli-

cations of Air Force Command and Control

Requirements in the 1980s (CCIP-85) AFSC Apr 72
Project Pacer Flash AFLC Sep 73
Automatic Data Processing Costs in the

Defense Department DDR&E Oct 74
Air Force Logistics Command Operation Flight

Program Support AFLC Dec 74
Proceedings of the Aeronautical Systems

Software Workshop AFSC Apr 74
Proceedings of a Symposium on the High Cost

of Software Held at the Naval Postgraduszte

School AFSC,ARO,ONR Sep 73
Government/Industry Software Sizing and

Costing Workshop ESD Jdet 74
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TABLE 1-2

CITATION LIST OF PREVIOUS STUDIES

H. P. Gates, Jr., B. S. Gourary, and S. J. Deitchman, Electronics-X:
A Study of Military Electronics with Particular Reference to Cost
and Reliability. Volume 2: Complete Report (Unclassified), Insti-
tute for Defense Analyses, Arlington, Va., R-195, January 1974.

E. T. Reich, Tactical Computer Software Acquisition and Maintenance
Staff Study (Unclassified), Office of the Assistant Secretary of
Defense, Washington, D.C., October 1973.

Report of the Army Scientific Advisory Panel Ad Hoc Committee for
Army Tactical Data System Software Development (Unclassified), Army
Scientific Advisory Panel, Washington, D.C., Gctober 1974,

B. W. Boehm and A. C. Baile, Information Frocessing/Data Automation
Implications of Air Force Command and Control Xequirements in the
1980s (CCIP-85). Executive Summary (Revised Edition) (Unclassified),
USAF Space ard Missile Systems Organization, Los Angeles, Cal.,

SAMSO TR 72-122, February 1972.

Infcrmation Processing/Data Automation Implications of Air Force
Command and Control Requirements in the 1980s (CCIP-85). Volume I,
Highlights (Unclassified), USAF Space and Missile Systems Organiza-
tion, Los Angeles, Cal., SAMSO TR 72-141, April 1972.

The CCIP-85 study also produced ten supporting volumes:

V lume II Command and Control Requirements: Overview
Annex A: Strategic Requirements
Annex B: Air Defense Requirements
Annex C: Tactical Requirements

Volume III Command and Control Requirements: Intelligence
Volume IV Technology Trends: Software

Volume V Technology Trends: Hardware

Volume VI Technology Trends: Sensors

Volume VII Technology Trends: Integrated Design

Volume VIII Interservice Coordination Trends

Volume IX Analysis
Volume X Current Research and Dz2velopment
Volume XI Roadmaps
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10.

TABLE 1-2 (cont'd)

Project Pacer Flash — Volume I. Executive Study and Final Report
(Unclassified), Air Force Logistics Command, Wright-Pattecson AFB,
Chio, September 1973.

D. A. Fisher, Jr., Automatic Data Processing Costs in the Defense
Department (Unclassified), Institute for Defense Analyses, Arling-
ton, Va., IDA~P-1046, October 1674.

A Report on Air Force Logistics Command Operation Flighe Program
Support (Unclassified), System Development Corp., Santa Monica,
Cal., TM-5439/000/00 and TM-5439/001/00, December 1974.

Proceedings of the Aeronautical Systems Software Workshop (Draft)
(Unclassified), Air Force Systewms Command, Washington, D.C., April
1974,

Proceedings of a Symposium on the High Cost of Software Held at
the Naval Postgraduate School, Monterey, California, on September
17-19, 1973 (The High Cost of Software) (Unclassified), Stanford
Research Institute, Menlo Park, Cal., AD-777-121, SRI Project 3272,
September 1973,

Summarv Notes of a Government/Industry Sizing and Costing Workshop
(Unclassified), Electronic Systems Divisicn, Hanscomb AFB, Mass.,
February 1975.
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2. ELECTRONICS-X: A STUDY OF MILITARY ELECTRONICS WITH
PARTICULAR REFERENCE TO COST AND RELIABILITY

[N
.

e A e i e i s A a e a———

: 2.1 INTRODUCTION

. The Electironics-X study program was conducted by the institute
‘ for Defense Analyses (IDA) with the assistance of representatives of in-
dustry, private research organizations, and Government, as well as pri-
vate consultants. The charter for the study "called for recommendations
‘ that could readily be translated into implementable policies, procedures,
and practices. The study took into account broad principles recommended
by earlier investigations and sought specific data leading to suggested
approaches to a reduction of the costs of electronics acquisition and
support that would be consistent with the role of military electronics:
enhancing the combat capability and crisis readiness of military forces."

Electronics-X "identified problem areas, assessed the magnitude
of the problems, attempted to determine their principal causes, and then
formulated recommendations for eliminating, as far as possible, those
causes. The recommended courses of action are not unique solutions of

the problems but rather represent the consensus of best judgments of the
Study Group."

- v\w“—-——-‘A -

"This repert is concerned with three kinds of costs, develop-
ment, >roduction, and support. Empirical evidence suggests that, statis-
tically, production and support cocts are positively correlated; but that
development effort can be applied to reduce either one or the other or
the sum of the two. Because support costs occur in future years and are
neither accounted for by the project manager nor paid for out of current
funds, the present management emphasis is on holding down just the total
of development and production costs, even though lifetime support costs
may dominate. Methods to internalize the sum of unit acquisition and

support costs to a single responsible party are needed if that sum is to
be reduced."

-

2,2 FINDINGS/CONCLUSIONS

Electronics-X concentrated on five major high-impact areas of the
military electronics acquisition process: (a) data collection and feed-
back, (b) requirements, (c) competition and management options, (d) re-
iiability enhancement, and (e) maintenance training. Software was also

considered, as were many other areas; detailed recommendations were made
for each areas.

This section (2.2) summarizes selected major findings.

2-1
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2.2.1 Cost Data Collection and Reporting Systems

A profound lack of valid cost data and overwhelming inadequacies
in pertinent reporting systems were encountered throughout the Elec-
tronics-X study. Specifically, "DoD appears tc have no cost accounting

system capable of providing data on the full life-cycle costs of any
electronic subsystem.”

2.2.2 Requirements and Acquisition Decisions

"A requirement for a system or subsystem may be defiuned as in-
cluding performance, physical characteristics, cost, quantity, and sched-
ule — all) in conformity with a statement of threat or need. While the
overall requirements and acquisition decision process includes attention
to all these components, the current approach to establishing a require-
ment tends to start with desired performance and characteristics. Cost,
quantity, and schedule are modifiers, added later. Thus, requirements

tend to be performance-driven, with inadequate early consideration of
pragmatic essentials."

2.2.3 Design .o Facilitate Competition

In about two-thirds of military prime contract awards, competi-
tion is a missing ingredient. "Even when a program does admit develop-
ment competition, there is a strong tendency for the Government to be-
come locked into a single supplier in subsequent production. The loss

of Government freedom of action permits suppliers to force price up by
various devices."

2.2.4 Design for Improved Reliability

"The essence of reliability is simplicity. Empiricai evidence
indicates clearly that most equipments of high unit production cost or
high complexity have lower mean time between failures (MIBF) than equip-
ments of lower unit production cost or lower compiexity."

2.2,5 Maintenance Training

Three major factors, high turnover, long training period, and
low median level of experience {less than 3 years), result in an expen-
sive and unproductive maintenance force, high training cost, and high
turnover of maintenance personnel.

2-2
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' - 2.2.6 Software
K N
T & "Software costs have exceeded hardware costs by large factors in
: some military systems using general-purpose computers.'
i "Software aevelopments are frequently behind schedule, causing
other costs tov spiral.”
1 -
, "Software 'unreliability' is a euphewmism for software errors."
. "The complexity and extent of the software may well be a mea-
’ . sure of the mismatch between the hardware and the problem."
"Major sourcas of excessive software costs in conventional sys-
l P tems employing central uniprocessors are the following:
/ o 1. "Selecting hardware and starting programming before the sys-
- tem ic designed in detail.
} b 2. '"Overburdening the central processor with tasks that can be
& . accomplished by specialized peripherals.”
4 ‘
L. 3. Selecting a central processor that is too small with con~
sequent overutilization of the computer, and resorting to
’ poer programming practices.
) 4, "Program overintegration.
: 5. "Lack of adequate discipline in software development.
y . 6. "Developing a new high-level programming language for every
} 3 job.
b ¥ .
" 7. "'Starting programming before the computer design is complete."
P
éﬁé
f% 2.3 RECOMMENDATLIONS OF ELECTRONICS~X
’g‘ This section (2.3) summarizes selected major recommendations
53 SRR from the Electronics-X study.
. g 2.3.1. Cost Data Collection and Reporting Systems
, "A systematic effort should be undertaken to develop a step-
R I wise implementation of a complate and uniform cost accounting system
'Y
2-3
L 24
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throughout DoD, with emphasis on valid input data.' The system could
be limited in scope initially but must later evolve to cover full costs
of both acquisition and support.

2.3.2 Requirements and Acquisition Decisions

"In exploring and establishing a system requirement, give per-
formance, physical characteristics, cost, quantity, and schedule equal
status from the beginning and perfcrm tradeoffs among these early" in
the process.

2.3.3 Design to Facilitate Competition

The interchangeability of similar equipments intended for simi-
lar applications can be accomplished by including (or by requiring prime
contractors to include) mechanical, electrical, and environmental inter-
face standards for each unit as a part of military electronic equipment
specifications. This process will lay the grouniwork for future design
and price competition through production and for ready replacement of
0ld designs by new-generaticn equipment.

2.3.4 Design for Improved Reliability

"Limi: the complexity of new subsystem or equipment designs (as
measured by criteria such as unit production ccst or parts count) to a
level consistent with the reliability required by a mission analysis.
Require evidence of compliance as a preliminary tc DSARC review for elec-
tronic subsystems of major systems, and as preliminary to sub-DSARC re-
view for independently developed electronic subsystems.'

2.3.5 Maintenance Training

"Develop fully proceduraiized job performance aids for use in
routine mairtenance of new weapons systems and for selected tasks in
high-mainterance portions of existing systems."

2.3.6 Software

"Complete the design of the system and the basic program struc-
ture in substantial detail before making major commitments to hardware
or coding.”

"Limit the aggregation of problems to be solved on a central
machine; as an alternative, decentralize processing by providing periph-
eral special-purpose devices (either analog or digital) or separate
periphﬁral general-purpose machines to perform specific separable func-
tions.




L THE JOHNS HOPKINS UNIVERSITY
- APPLIED PHYSICS LABORATORY

LAUREL MARYLAND

"Select a processor of adequate size to permit underutilizing
the computer; write highly modular programs; emphasize structure and
overall efficiency rather than hardware efficiency alone."

i e e | s o e Bue w

. "Use a standard well-established programminy, langiage with which
programmers are thoroughly familiar. Use the highest level language

» e appropriate to the task at hand, but avoid the unnecessary development

t of a unique language."

‘ "Defer coding until the computer design is substantially com-
‘ plete and firm, except for that necessary to verify hardware-software
) design compatibility."

"Use vigorous discipline in software developmeut, such as the

top-downt Structured-Programming approach."

2.4 CORRELATION WITH APL RECOMMENDATIONS

The Electronics-X recommendations correlate most closely with
} the following four APL recommendations: MPl, SEl, S$%Z2, and IP2.

>

1. Analysis and Validation® of System Requirements MP1

Direct that a comprehensive analysis and definition program
be carried out on software (as well as hardware) elements of
each new major Weapon System during the Program Validation
Phase, prior to approval of Full Scals Development. The
software definition should be carried down to the level of

i subprograms performing major functions.

} Cost estimates for the development and integration of each
subprogram should be based on analysis, simulation, model-
ing, or construction of its principal parts, as called for
by its respective newness or criticality.

i3
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2. System Engineering of Computer Sys:cems SE1

For systems involving several distinct functions, require
that the system be divided into functional segments in ac-
cordance with the operational requirements. Require dur-
ing the Program Validation Phase that tradeoff analyses be
performed for hardware versu: software (i.e., hardwired ver-
sus programmable functions) and for different computer sys-~
tem architectures.
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*'"Validation" is used in the context of Program Validation Phase, as op-
posed to validaticn/verification of coded computer programs.

2-5
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Provisions for Growth in System Requirements SE2

Provide for growth and change in requirements on Weapon Sys-
tem computer software by identifyiug parameters that are un-
certain or are likely to change in the future and, whare
possible, specify the probable limits on such changes. Also
identify novel environments and uses of new techniques. Re-
quire that computer systems be sized to provide for uncer-
tainties and requirement growth.

Disciplined Programming IP2

Require that the computer program development contractor ap-
ply a highly disciplined set of engineering practices to the
detailed design and programming phases of development. This
must involve a clear and disciplined set of standards cover-
ing program structure, size, control, interface, formal con-
ventions on data base management, and the demonstration that
the standards are enforced in parctice.

2-5
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3. TACTICAL COMPUTER SOFTWARE ACQUISITION
AND MAINTENANCE STAFF STUDY

3.1 INTRODUCTION

In 1973, the Office of the Assistant Secretary o7 Defense for
Tnstallation and Logistics {0OSD{I&L)) sponsored and conducted a staff
ctudy of selected tactical systems.

In its preface to the report, the study team indicated that, in
an effort to make wezpons more efiective in the modern combatant environ-
ment, U.S. military forces are increasingly using and becoming committed
to digital computers and their associated software. Because software
as such is generally not discussed during major system Defense Syscems
Acquisition Review Council (DSARC) meetings, the study team decided to
survey a selected set of Weapon Systems acquisition progrars/projects to
identify significant problems related to software acquisition and main-
tenance. The Weapon System set included the DD-963, LHA, PF, F-14,
SAM-D, TACFIRE, AEGIC, E-2C, S-3A, F-15, and VAST.

The study effort was based on an expleratory survey. The study
team reviewed policies and held discussious concerning the subject with
many individuals associated with the programs or projects. The material
was then collected and organized for the study report.

In the Findings and Recommendations Section of the Tactical Com-
puter Software Acquisition and Maintenance Staff Study, it was ccncluded
that '"there is a marked absence of DoD management policy guidance re-
garding the use of digital computers and software in vital automated
tactical systems' even though tactical software embodies military doc-
trinal procedures for accomplishing cecmbat functions. Although "the
Congress demonstraces a continued interest in the efficient management
of all automatic data processing (ADP) resources, the Office of the
Military Budget (OMB) and the Office of the Secretary of Defense (0OSD)
management policy directives do not include those which are integral tc
the weapons systems.' This occurs because senior DoD personnel have not
realized the impact cof computers and software developments on tactical
systems and the costs involved. This lack of awareness is caused by a
rapid revolution in electronics and computer technology.

3.2 FINDINGS/CONCLUSTIONS
The study team found that in the absence of high level {(DoD) man-

agement policy in the Weapon Systems so‘tware area, several conditions
existed or actions took place.

3-1
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During early Southeast Asia operations, certain tactical
systems performing the same functions (air control and de-
fense) for the milit. ry services were "unable to automati-
cally exchange information because they were developed inde-
pendently of each other by contractors under separate ser-
vice programs or projects." As a result of this experience
the OSD and Toint Chiefs of Staff (JCS) addressed the lack
of adequate digital data interface standards among certain
automated military tactical command systems and initiated
immediate corrective projects.

"In general, system program/project offices became oriented
to acquiring electronics hardware and gave little attention
to the preccess of developing the software. This resulted in
a lack of separate progress and cost visibility of the soft-
ware development process, and of software-oriented stan-
dards necessary for effective and efficient development ef-
forts -- configuration management, quality assurance, and
cost reporting. Some system programs/projects acquired
computer programs from contractors when functionally similar
programs and support software existed in government software
libreries. This resulted from failure tc separate certain
software from hardware acquisition."

"Military services procured a wide variety of tactical com-
puter hardware and languages, which caused the acquisition
of a variety of support software (compilers, assemblers) and
executive programs. Not only was this software expensive
(millions of dollars were involved), but concurrent acquisi-
tion impacted adversely on scveral system programs' 'projects'
schedules and costs, Further, tactical system engineers be-
came dependaat upon computer programmers because of language
orientations."

"The vital function of tactical software management (mainte-
nance) dur:ng the life of a tactical system - incorporating
new and revised tactical doctrine procedures into operating
forces — was not adequately recognized and tactical software
management activities were victims of: late and inadequate
program documentation and supporting material; ineffective
contractor configuration management; a variety of languages,
executlve programs, and compilers; multiple million dollar
integration facilities and equipment; and involvement in
multi-year development programs without adequate government
participation."”

3-2
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Limited cost information indicates that tactical software costs
for a major tactical system fali in the range from $25 million to over
$50 million. It immediately becomes obvious that the total DoD invest-
ment in software for all the many major tactical systems is hundreds o:
millions of dollars.

"Within the DoD, the Comptroller is responsible for the manage-
ment of automatic data processing resources. However, the DDR&E,
ASD(I&L), and ASD(T) are concerned with the acquisition, use, and main-
tenance of tactical digital computers and software."

3.3 RECOMMENDATIONS OF THE TACTICAL COMPUTER SCFTWARE ACQUISTITION
AND MAINTENANCE STAFF STUDY

The Secretary of Defense should:

1. "Initiate efforts to make DoD top level management more
knowledgeable of the impact of digital computers and soft-
ware on tactical systems acquisitions and 1life cycle support,
and the costs involved. Along this line, there is a need
for clarification and common perspective of the numerous
DoD systems — tactical systems, Command and Control Systems,
Weapons Systems, and weapons control systems."

2. "Review DoD organizational responsibilities regarding
policies and surveillance of tactical digital computer
software acquisition, use and maintenance."

3. "Issue policies which will promote more effective and effi-
cient tactical software acquisition, use and maintenance.
These should address requirements for standard computers,
languages and dialects, executive programs, and support soft-
ware; greater use of existing computer libraries; separation
of software from hardware acquisition when appropriate; re-
quirements for operational uszr control of computer program
development continuously from inception to delivery; and
other matters."

"The DoD Materiel Specifications and Standards Board should es-
tablish a software panel to provide more adequate guidance for military
standards and specifications to support software development and life
cycle management. The panel should address documentation, configuration
management, quality assurance, cost report.lng, and other matters."

3-3
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3.4 CORRELATION WITH APL RECOMMENDATIONS

The recommendations of the Tactical Computer Software Acquisi-
*

A F < Al
i

Warvis oo wmddLUW

s VA ] - . - . - s v
intenance Stafr oLuay CULLEldLe HusS L Lluoclj with the F011“J-

ing three APL recommendations: MP2, IP1, and MS3.
1. Software Visibility in Weapon System Acquisition MP2

Increase the visibility and understanding of major software
compounents of Weapon Systems by putting them on a par with
hardware components. This is to be done in terms of con-
figuration control items, DSARC reviews, design reviews, and
other aspects 2f acquisition management.

2. Software Development Suppert Tcols and Facilities IP1

Ensure that the Full Scale Development program includes pro-
vision for adequate modern support tools and facilities, in-
cluding such items as assemblers, compilers, editors, debug-
ging aids, data base and library management systems, and
associated operating systems., Require miximum use of exist~
ing proven tools and facilities. Provide that any tools and
facilities that will be required by th« Operational Support
(Maintenance) Agent for system mainteaance be delivered in
transferable form and also be capab'e of application to fu-
ture Weapon System programs.

3. Software Operational Support Agent MS3

Require that the Software Operational Support (Maintenance)
Agent be id-atified and consulted during the Program Valida-
tion Phase te support the Frogram Manager in providing for
maintenance support requirements. Require that the agent be
included at the beginning of and throughout Full Scale De-
velopment to pian for system integration, testing, and trans-
fer from developmenta)l to operational status.

3-4
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4. REPORT CF THE ARMY SCIENTIFIC ADVISORY PANEL
AD HOC COMMITTEE FOK ARMY TACTICAL
DATA SYSTEM SOFTWARE DEVELOPMENT

4.1 INTRODUCTION

"An ad hoc group of the Army Scientific Advisory Panel (A.S.A.P.)
was ovganized to study Army Tactical Lata System software developments
and to recommend on actions which will provide improved software at lower
cost and in shorter time in future tactical svstems."

"The group was first convened on 13 June 1973 and in that and
subsequent meetings received information from Army agencies, from other
government activivies, and from commercial organizations on the history
of prior developments, on requirements for the future, and on new hard-
ware an¢ software technologies.”

The study group defined the scope of their study as being to de-
termine "the factors that lead to extensive and complex software and to
problems in Jeveloping software for tactical data systems, and to recom-
mend practices and useful exploratory efforts to mitigate those diffi-
culties." This definition by the study group was somewhat different
from the original statement of work in that the statement called for the
determination of exploratory development efforts.

4,2 FINDINGS/CONCLUSIONS

As the study began and discussions were started, it became clear
"that the sclution of tactical system software problems should not be ap-
preoached solely through software or programming research and development,
although rertain efforts in that area will prove fruitful.” The soft~
ware problem often originates frocw a lack of initial system engineering
in the overall Tactical Data System that includes such problems as se-
lection of hardware before the problem is clearly defined, provision of
a system ctructure that does not satisfy the problem requirements, and
"instinctive and arbitrary choice of conventional central uniprocessors
when multiprocessors. a federated system, associative processors, or
special purpose processors might be a superior choice." If the systems
engineering job is poor, the result is usually a waste of extensive and
unwarranted software. ''Often develepment of the software itself is in-~
adequately managed,” the kind of discipline rormally exercised in hard-
ware development is not present in software development; the problem is
not well defined before the programming is started; the tasks are im-
properly designated, assigned, and monitored; interfaces between program
segments are not formally established; and implementation is accom-~
plished in a haphazard manner, rather than being structured.

4-1
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"The ad hoc study group's investigations led to findings and
recommendations in four major areas:

1. System Design and System Hardware

2. Software Design anqxpevelopment

3. R&D Related to Software

4, Army Management of Software Development.'
4,3 RECOMMENDATIONS OF THE ARMY SCIENTIFIC ADVISORY PANEL AD HOC

COMMITTEE FOR ARMY TACTICAL DATA SYSTEM SOFTWARE DEVELOPMENT
4,3,1 System Design and System Hardware

The study group recommends an orderly system design, ''consider-
ing all reasonable alternative system architectures before a development

is initiated. . . . Specifically, it is recommended that:

1. Alternative system architectures to that based on a large
general purpose computer be evaluated in detail.

2. The system desi:n emphasize the processes to be performed in
the tactical environment before defining the processors to
be employed.

3. Existing computer systems with standard system software be
evaluated before considering the development of new hardware
which will require new system software.

4. Hardware and software be defined and dev:loped interactively
starting with a definition of the language to be used and
the operating system parameters required.

5. Hardware capacity be specified with adequate allowance for
a safety factor to reduce the difficulties of prograrming."

4,3.2 Software Design and Development

"Problems in software design usually result from attempts to ob-
tain very efficient programs to be run on minimum size hardware. Often
the program writing must be accomplished without adequate system soft-
ware tools.'" The study gzroup 'recommends:
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4.3.3

4.3.4

ment.

Early design (or selection) of system software programs and
software testing tools.

Standardization, specification, documentation and use of a

higher-level programming language for Army Tactical Data
Systems.

Selection and documentation of program libraries of stan-
dard tactical operating systems, and of operational tacti-

cal program segments with proper consideration of applicable
commercial software.

Application of the principles of structured programming in
tactical data system design.

Use cf an outside system advisor to assist in program de-
velopment."

R&D Related to Software

"A number of subjects recommended for research and exploratory
development have beer identified. The research and exploratory develcp-
ment for Army Tactical Data Systems must be conducted and coordinated in

a manner to offer maximum responsiveness to PM ARTADS. Specific studies
recommended are:

1.

4,

Continued development and evaluation of the standard pro-
gramauing language for Army Tactical Data Systems taking ad-
vantage of commercial developments.

Development of standard operating systems for tactical ap-
plications.

Development of cemputer architectures optimized to the tac-
tical problem, to the standard language, and to means for
optimum program development.

Improved methods for specifying, selecting, developing, test-
ing and evaluating tactical hardware and software."

Army Management of Software Development

"The study group supports the efforts of PM ARTADS to develop
and apply improved management techniques in tactical software develop-

The following recommendations on management of software develop-

ment are discussed:

4-3
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1. Meaningful 2ud realistic tools for management and documen-
tation of software develcpments.

2. Early agreement on programming language and operating sys-
tem requirements.

3. Agreement by 2ll parties on software tasks and software
specifications.

&, Evaluation of software development progress related to sat-
isfying operaticnal requirements.

5. Specifications and tools for software testing.

6. The requirement for accepting evolutionary development of
software in tactical systems."

4.4 CORRELATION WITH API. RECOMMENDATICNS
The

recommendations from the Army Scientific Advisory Panel re-

port correlate most closely with the following eight APL recommendations:
MP1, MP2, AP1, SEl, SEZ, IP2, MS2, and TT1.

1.

Analysis and Validation® of System Requirements MP1

Direct that a comprehensive analysis and definition program
be carried out on software (as well as hardware) elements
of each new major Weapon System during the Program Valida-
tion Phase, prior to approval of Full Scale Development,
The software definition should be carried down to the lavel
of subprograms performing major functions.

Cost estimates for the development and integration of each
subprogram should be based on analysis, simulation, model-
ing, or construction of its principal parts, as called for
by its respective newness or criticality.

Software Visibility in Weapen System Acquisition MP2

Increase the visibility and understanding of major software
components of Weapon Systems by putting them on a par with
hardware components. This is to be done in terms of cen-
figuration control items, DSARC reviews, design reviews, and
other aspects of acquisition management.

*"'"Validation" is used in the context of Program Validation Phase, as op-

posed to va

1idation/verification of coded computer programs.

4-4
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P

3.

Milestoned Development Plen APl

Define <he requirements for milestones in the Full Scale De-
velopmert phase to ensure the proper sequence of analysis,
design, implementation, integration, test, and review pro-
cesses. Also, define criteria that will be used to demon-
strate that each milestone has been achieved.

System Engineering of Computer Systems SEl

For systems involving several distinct functions, require
that the system be divided into functional segments in ac-
cordance with the operational requirements. Require during
the Program Validation Phase that tradeoff analyses be per-
formed for hardware versus software (i.e., hardwired versus
programmable functions) and for different computer system
architectures.

Provisions for Growth in System Requirements SE2

Provide for growth and change in requirements on Weapon Sys-
tem computer software by identifying parameters that are un-
certain or are likely to change in the future and, wherc
possible, specify the probable limits on such changes. Also
identify novel environments and uses of new techniques. Re-
quire that computer systems be sized to provide for uncer-
tainties and requirement growth.

Disciplined Programming IP2

Require that the computer program development contractor ap-
ply a highly disciplined set of engineering practices to the
detailed design and programming phases of development. This
must involve a clear and disciplined set of standards cover-
ing program structure, size, cortrol, interface, formal con-
ventions on data base management, and the demonstration that
the standards are enforced in practice.

Systems Engineering Agent MS2

Establish a policy that, for major new Weapon System pro-
grams, the Program Manager engage a Systems Engineering
Agent to assist in problems arising in the translation of
system requirements into detailed hardware and computer sys-
tem design requirements. The agent, whether Government or

4=5
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contractor, should be highly experienced in system opera-
tional requirements, special purpose system hardware, and
computer system software and hardware.

50ftware Test Tools TT1

Support development of improved software test and validation
tools to reduce the cost and time involved in software veri-
fication. These should include automated tocls to identify
and exercise all branches, to detect and isolate design
faults, and to categorize error sources.

4-6
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5. INFORMATION PROCESSING/DATA AUTOMATION IMPLICATIONS
OF AIR FORCE COMMAND AND CONTROL
REQUIREMENTS IN THE 1980s (CCIP-85)

5.1 INTRODUCTION

Information Processing/Data Automation Implications of Air Force
Command and Control Rec irements in the 1980s (CCIP-85), an Air Force
Systems Command (AFSC) Development Planning Studv, was compl:ted in
early 1972. The study's 'purpose was to construct an integrated Air
force R&D program for the 1970's which will develop the information pro-
cessing technology needed to meet the likely Air Force command and con-
trol (C&C) information processing requiremeuts of the 1980's." The pri-
mary interest of the study was concernzd with "the command and control
for the Air Force combatant units."

In order to establish a point of reference in time, it is appar-
ent that the most logical step would be to observe and analyze signifi-
cant trends in the development of information processing technology. It
was stated that information processing is barely adequate to support Air
Force C&C functions today. Further, the problems exist in the software
arca rather than in computer hardware technology; i.e., ‘'the technology
of transforming broad functional C&C requirements into specific, detailed
and unexceptiornal sequences of commands for the computer hardware to exe-
cute.”" The study revealed a number of trends that, by the 1980s, will
(a) "Make C&C considerably mcre impcrtant to Air Forze roles and opera-
tions," (b) "Make C&C much inore dependent on information processing tech-
nology," and (¢) "Sharply incresse the strains on software technology im-
posed by C&C requirements." It is apparent that some of the above trends
have a high degree of visibility -ut others are obscure. '"But, together,
they are gathering momentum from aomestic and international pressures and
from mutual reinforcement."

0{ the three major trends cited above, the third, "strains on
software technology," has more relevance to the DD Software Study be-
cause its primary concern is computer software a.d its ability to meet
the Air Force C&C requirements. '"Except for airporne functions, the Air
Force does not need now, and will nct need in the 1980's, the largest,
fastest computer hardware available to support C&C operations. . . . How-
ever, both now and even more in the 1980's, Air Force C&C will place
greater demands on software technoclogy than will other applications. 1In
addition to the growing demands caused »y increasingly large data bases,
sensor input volume, and user traf:iic, and the added raznge and sophisti-
cation of C&C decision aids, three unique factors of C&C software will
continue to stand out: (1) it must operate in a highl, changeable and
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unpredi:table environment, (2) it must operate in a hostile environment,
and (3) critical outages or mistakes wnuld affect national survivel
rather than just costs or the safety of individuals."

5.2 FINDINGS/CONCLUSIONS

The study group produced a list of problems arranged generally in
priority sequence as bpeing critical, significant, or appreciable. Tn the
following list from the "Higblights" volume, the first five problems were
classiried ¢ critical, the next {ive were significant, and the remainder
were appreciatle.

"Further, maiosr requirements/R&D micmatches exist within the in-
formation processing field. Of the five most critical problem areas
identified . . ., four primarily involve software techriology needs. Seven
of the 15 top problem areas primarily involve software (four primarily
hardware, four about equal parts of each). Yet, only about 39 percent of
the Air Force information-processing R&D budget is devoted to software
technology."

5.2.1 :+,stem Design/Fx~rcise Technology

'The natior's survival and prestige rest continuously on the as-
sumption that incidents similar to the Pueblo and Liberty incidents would
not occur during grave strategic confrcntations. Informatior processing
techniques could and should be doing more in the creas of C&C system re~
quirements analysis, system design, and system exercising to assure that
this will not happen."

5.2.2 Software/System Certification

"Ine Air Force implicitly provides a guarantee to the nation that
there are no errors in “ts command and control software tlat might esca-
late a crisis situation or seriously degrade performance during a crisis.
Current software technology does not provide the highest possible confi-
dence to back up that guarantee.'

5.2,2 Software Timeliness and Flexibility
"Software development is on the critical path in the development
of overall Ai. Force command and control systems. Resvlting slippages of

six to 12 months in system delivery are typical; eciten, <.rinus compro-
mises in software flexibility are made to prevent f{uither slippages.”
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5.2.4 Comruter Hardware Survivability

Xy

"While the hardware technology forecast reveals no serious mis~
match in hardware speed and capacity, there is a serious problem with
nuclear hardnees. The most serious symptom oif this problem is the threac
to strategic missiles, which could create an unfavorable strategic asym-
netxry, "

5.2.5 Data security

"Plans for future Air Force command and control systems assume
that this problem will be solved. Current technology provides no assur-
ance that it will."

el

z 5.2.6 High-Capacity Airborne Computers

-

"A comparison of the CCIP-85 analysis of strategic C&C informa-
tion-processing requirements with the CCIP-85 hardware technology forecast
indicates that airborne computers of sufficient sneed, size, and hardness
for a 1985-era airbcrne command post will not exist without a dedicated
R&D effcrc."”
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5.2.7 Multisource Data Fusion

"The IP1 (Tactical Intelligence Processing and Interpretatinr)
system currently under development will provide an initial step toward a

\ o capability for fusion of data from many sources inte useful information.
i To exploit this framework prcperly in the long run, more fundamental
¥ studies are necessary to develop and evaluate advanced automated aids to

the fusion process."”
g “+ 5.2.8 Communications Proce »sing

"This study supports and reinforces the findings of the MCT Mis-
s on Analysis that command and coutrol operational requirements will be

o significantly degraded if research and development for communications
Wy . processing are not increased.”
=,
»
g 5.2.9 Source Data Autonation
i)
vy
St b

"L "Dynaric force management is as susceptible to the 'garbage in,

A . garbage out' phenomenon as any other information processing activity.
Advanced comnputer technology has the potential for providing considerably
improved source data reliability and accuracy, as well as iaproved data
acquisition speed, cost, weight, and volume factors."
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5.2.10 1image Procsssing

"Research and development on mission-criented image-processing
functions such as change detection, outline recognition, and semiauto-
mated aids to photointerpreters can yield near-term incremental improve-
ments in C&C capabilities, as well as a base of data and insights for
more fundamental future studies,"

5.2.1. Coemputer System Performance Analysis

"Additicnal R&D efforts would not only pay for themselves in sav-
ings; they would also provide significant contributions to software cer-
tification and data security assurance."

5.2.12 Associative/Parallel Processor Exploitation

"Particularly for sensor data processing, parallel computer archi-
tectures give indications of major potential performance benefits."

5.2.13 Software Transferability

"Twe inevitable trends are the continuing increase in C&C software
inventory and the eventual upgrading of C&C computer hardware, with its
attendant conversion problems. For current perspective, it will take 200
programmers working for three years (or 600 man-years) to convert SAC's
software to the new WWMCCS machine."

5.2.16 Computer-Aided Instruction in Computing

"Many problems can be alleviated by increasing the awareness among
Air Force personnel of the capabilities and limitations of information
processing technology. A modest program in this area could achieve ay-
preciable benefits."

5.2.15 Hardware Destructibility

"Increasingly, aircraft carrying computer hardware containing
highly sensitive data will be used in operations outside the United
States. Hardware destructibility capabilities must be developed to as-
sure that such data do not fall into enemy hands."

5.3 RECOMMENDATIONS OF CCIP-85

The study group provided some recommendations that are included
in the following list. It is apparent that the general trend for recom-
mended future improvements should be directed te the use of new and im-
proved programming techniques, better management of simulation, certifi-
cation, and producticn facilities, and to set goals to improve the vari-
ous factors that affect software and its use.
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B S AP = i r



THE JOHNS HOPKINS UNIVERSITY
APPLIED PHYSICS LABORATORY

o ———  —

[

» e mprt st PO T

vt RRE DN EOED mpwsw

Fpo sl

LAUREL MARYLAND

5.3.1 Structured Programming

1. '"Examine, through a series of comprehensive experiments, the
use of structured programming by a variety of skill levels
in a variety of applications. These efforts must be care-
fully controlled and fully instrumented, in order to collect
data necessary for drawing confident conclusions."

2. "Investigate other methods of bringing structure to the pro-
gramming process, ranging from establishment of extensive
program quality standards to more sophisticated techniques
of 'software engineering.'"

3. '"Develop career paths and asscciated training programs and
retention incentives for both commissioned and civilian per-
sonael. allowing career advancement in technical disciplines
associated with information processing."

5.3.2 Operational Simulation

"Capabilities for operational simulation should be expanded,
initially on an experimental basis, for exercising «nd testing command
and control systems. Particularly, semiautomated a..ds should be devel-
oped for scenario generation, script generation, wenitoring, and analy-
sis of operational simulations. It is further recommrended <he.t research
be undertaken toward live, operational simulation of future sys“ems,
primarily as a tool for requirements analysis and cc.rparative study.
Such a capability can be established by altering and . :ovdinating exist-
ing hardware, software, and personnel into a representat on of future
svstems. As with the operational simulation capability itself, this
possibility shouid be Integrated into command and control system design
at the earliest opportunity.”

5.3.3 The "Software-First Machine"

‘f§ "The software-first concept seems sufficiently promising to
™ merit more detailed studies of its ramifications and alternatives, fol-
‘% lowed by exploratory or advanced development if appropriate."
'§§ 5.3.4 USAF Hardware Laboratory
Y
i "The Air Yorce should not consider a production facility which

would compete with private industry for Air Force production orders. An
alternative worth further investigation involves creation of a USAF
Hardware Laboratory along the lines of the Lincoln Laboratory, charged
with research and development and limited production of prototype clr-
cuitry.”
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5.3.5 USAF Software Certification Authority (SCA)

"A more feasible alternative might involve establishment of a
certification capability within an Lir Force information processing
technology staff organization. Rather than maintaining all certifica-
tion responsibility, this portion of the organization could concentrace
upon development of methodology, on-site asslstance,and training of in-
dividuals from the responsible commande."

5.3.6 Desirable Objectives

1.

2.

10.

"Provide more versatile, yet more economical and less man—
power-intensive C&C operations for the 1980's."

"Reduce the typical C&C information-processing system devel-
opment time from six to four years, and the resvlting com-
puter hardware age at IOC from three or four years to one or
two years,"

"Reduce significantly the danger that software errors could
escalate crisis situations or degrade defenses at critical
times."

"Provide survivable, high-capacity airborne computer capa-
bilities allowing the functional equivalence of ground-based
and airborne C&C operations."

"Provide combat-ready C&C information-processing systems
which are far more reliable and respunsive in their support
of dynamic force management requirements."

Improve 'requirements analysis and design techniques suffi-
cient to save one man-day of effort per man-months."

Improve 'software certification techniques sufficient to
save one man-day of effort per man-month."

Increase "software transferability by 1%."

Ircrease "scftware productiviiy from 10 te 11 instructions
per man-day."

Improve "computer system performance analysis sufficient to

realize a 25-percent improvement in hardwave system effi-
ciency on only 25-percent of the Air Force's computers.™

5-6
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5.4 CORRELATION WITH APL. RECOMMENDATIONS

The {indings and recommendations from CCIP~85 correlate most
closely with the following four APL recommendations: MP1, IP2, IP3, and

MS1.,

1.

Analysis and Validation* of System Requirements MP1

Direct that a comprehensive analysis and definition program
be carried out op software (as well as hardware) elements of
each rew major Weapon System during the Program Validation
rhase, prior to approval of Full Scale Development. The
software definition shculd be carried down to the level of
subprograms performing major functioms.

Cost estimates for the development and integration of each
subprogram should be based on analysis, simulation, medel-
ing, or construction of its principal parts, as called for
by its respective newness or criticality.

Disciplined Programming IP2

Require that the computer program development contractor
apply a highly disciplined set of engineering practices to
the detailed design and programming phases of development.
This must involve a clear and disciplined set of standards
covering program structure, size, control, interface, formal
conventions on data base management, and the demonstration
that the standards are enforced in practice.

System Integration and Test Capability IP3

Require that an integration and test capability be provided
as part of Full Scale Levelopment of major Weapon System

software, tailored to the specific needs of the program.
This should be a software test-bed combining simulated ele=-
ments and hardware (including operator conscles) to be used
in progressive integration and test of system elements. It
should provide real-time dynamic stimuli and responses under
repeatable and off-nominal test conditions. The portion of
this capability that is required for Operational Support

and Maivtenance should be specified to be transferable or
capable of duplication.

*'"Walidation" 1is used In the context of Program Validation Phase, as
opposed to validation/verification of coded computer programs.

5-7
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Technical Staffing of Program Manager Organization MS1

Establish and implement a policy that Program Managers for
major Weaven Systems be staffed with personnel experienced
in system¢ enginwering and software development and of suf-
ficient stature and number to carry out essential manage-
ment functions that cannot be delegated.
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6. PROJECT PACER FLASH

6.1 INTRODUCTION

Air Force Regulation 20-1, dated 4 December 1972, established
Project Pacer Flash "for the purpose cf conducting an in-depth study of
long-range ccmputer software support required for weapon system com-
puters3' »nc¢ vcauired the ad» ¥ovcz 7o l50ics vommand (AFLC) to chair the
study group. The regulation also required the participation of the Stra-
tegic Air Command, the Tactical Air Ccmmand, the Material Air Command,
the Air Defense Command, the Air Training Command, and the Air Force Sys-
tems Command.

"The task group was charged to:

(1) Determine the present and projected inventory of pro-
grammable computers installed in weapon systems;

(2) Review existing policy and procedures pertinent to sup-
port requirements;

(2) Develop changes to existing policy and procedures or
develop new policy and procedures for weapon system

computer suppor<;

(4) Recommend an Air Force.position on management cf soft-
ware support, and;

(5) Publish and update new or changed policy and procedures
in appropriate directives."
6.2 FINDINGS/CONCLUSTONS
6.2.1 Important Problems
When the study was initiated, several facts ’'dentified by the
Air Staff advisors as being important and having a bearing on the prob-
lem were stated as follows:

1. "There is a lack of soi+*ware development standards."

2. "The cost of contractor software support is significantly
higher than in-house support."
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"There is little ovr no transferability of software mainte-
nance support (tetween or among weapon systems)."

"There is a lack of adequate (in-house) testing and valida-
tion of software prograns."

"There is an apparent need for greater in-nouse capabilities,
under a centralized management, to accomplish much of this
software support."

6.2.2 Relevant Facts

Other factors bearing on the problem were stated to be factual
Information that should be understood and considered during the imple-
mentation of the study. The following statements comprise at least a
partial 1ist of relevant facts as presented in the Final Report:

1.

It i1s expected that the complexity, scope, and cost of scft-
wave support will necessarily increase because of the in-
crease of weapon system complexity.

"Headquarters USAF has stated the need for expanding the
long-range organic capability for software support."

It is essential for hardware and software support to be con-
sidered as an integral problem.

Computer "software requires configuration management."

In order to assure proper development and later support of
software, expansion of Air Force policy and procedures must
be accomplished to cover the entire life cycle of a Weapon
System,

"Planning for software support (supportability) must begin
during the conceptual phase of system design."

System/subsystem engineering and software expertise are both
required for software support of Weapon Systems.

"An organic capability for software vaiidation and verifica-
tion is required."

Because computer software is the least visible and tangible
of any subsystem, it follows that it is the least understood.
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10. The software acquisiton process for avionics systems con-
stitutes a major problem in the implementation of digital
avionics.

a A e sm——n e s .

11. The annual Air Force software expenditure is betwzen $1 and
$1.5 billion, which is approximately three times the com-
puter hardware expenditure and is approximately &4 to 5% of
the total Air Force budget.

12. "There is a scarcity of solid quantitative data to demon-
strate the impact of software on operational performance
; or to provide perspective on R&D priorities.”

6.2.3 Conclusions

1. Because scftware costs are continually rising, it is expected
. j that by 1985 the cost ratio of software tc¢ hardware will be

) approximately 9 to 1. \lso, the software costs, which in
reality are people costs, are expected to exceed the $1 to
$1.5 billion level of FY 72. Further, the Air Force expects
that by expanding and improving its organic sottware capa-
bility a substantial saving will be attained.

D s

2. '"Training requirements will be substantial to bring existing
software support personnel to fully gualified status and to
avgment the skills of the new hires even though the Air
Force would attempt to recruit the bust qualified personnel
available."

3. Because it was very difficult to obtain an inventory of pro-

) grammable computers, there apparently exists a need for the

Ty Air Force to strengthen the methods by which it controls and
! accounts for such devices.

4, "Air Force directives require revision or expansion {or new
issue) to adequately cover the research, development, acqui-
sition, operaticnal and support phases of weapon system soft
ware considered by the PACER FLASH Study. Software must be
accorded the same degree of management control presently ac-
corded weapon system computer hardware."

5. "The Air Force should consider weapon system computer hard-
ware and its related software as an integral problem — deci-
sions regarding one should be made with full recognition of
the other."
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6.3

Included in the Final Report are approximately 35 additional con-
clusions dealing with a wide vrange of subiect matter .aach as Airx Force
Specialty Codes, standardization, specified languages, documentation,
management, procedures, reviews, automatic test system, cest analysis,
and software as a deliverable item.

RECOMMENDATIONS OF PACER FLASH

“"The Air Force should move in directions which will increase

ity organic capability for software support.”

"Software support should be made the explicit responsibility

of the weapon system manager at the AFLC AMA where he re-
sides and for the aircraft for which he is responsible."

"Recognize cocmmon and unique requirements for software sup-
port in the ATE, OFP, and SIM areas as delineated in the
report and physically and organizationally locatre functions
outside cf AFLC (including AMAs) where these functions are
most cost effective and responsive to user mission require-
ments. The system manager retains configuration management
control."

"Revise or issue new directiveas as appropriate tc add:ess
the requirement for a continuous inventory of programmable
digital devices. Standardize the data item descriptions
(DIDs)."

"Revise the Air Force Specialty Codes."
"Revise veapcn system management directives to assure stan-
dardization of weapon system hardware/software during con-

ceptual and design phases."

Standardize "languages for use in weapon systam hardware/
software."

"Revise configuration management policy and procedures to

consider weapon system hardware/software as an integral prob-
Ylem under the system manager's responsibility and authority."

"Fstablish a central point of contact or office within AFSC
to oversee the application of an Automatic Tcst System to a
weapon system."

6-4
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10. "Establish an automatic test equipment capability within

AFSC Divisions to assure the application of the automztic
.25t system to wecpon systems during DT&E and producticn.”

11. ‘Assure adequate development of weapon systen sortware and
documentation deliverable as contract items even though a
reduction in the number of delivered weapon systems is the
result."

6.4 CORRELATION WITH API. RECOMMENDATIONS

The findings and recommendations fro: Pacer Flash correlate

most clesely with the following thrze APL recommendations: MP3, IP1,
and IP3,

1. Softwere a-~ .outract Deliverable MP3

Specify that major computer software involved in Weapun Sys-
tems development be designated Configuration Items (CI's)
and deliverables during Full Scale Development. This would
generally include computer programs and computer data for

1. OCperational Software,
2, Development Support Scftware, and
3. Tect and Integration Software.

2. Software Development Suppourt Tools and Facilities TPl

Ensure that the Full 3cale Development program includes pro-
vision for adequate modern support tools and facilities in-
cluding such items as assemblers, conpilers, editors, debug-
ging aids, data base and library manageiient systems, and
associated operating systems. Require ( aximum use of exist-
ing proven tools and facilities. Provide that any of these
tools and facilities that will be required bv the Opera-
tional Suppert {(Maintenance) Agent for system maintenance

be delivered in transferable form and zlso be capable of ap-
plication to future Weapon System programs.

3. System Integration and Test Capability ir3
Require that an integration and test c pability be provided

as part of Full Scale Development of major Weapon System
software, tallored to the specific needs of the program.

6-5
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This should be a software test~bed combining simulated ele-
ments and hardware (including operator consoleg) to be used
in progressive Integration and test cf evstem elements. It
should provide real-time dynamic stimull and responses un-
der vepeatable and off-nominal test conditions. The por-
tion of this capability that is required for Operational
Support and Maintenance should be specified to be transfera-
: ble or capable of duplicationm.
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7. AUTOMATIC DATA PROCESSING COSTS IN THE

DEFENSE DEPARTMENT

7.1 INTRODUCTION

Automatic Data Proceszing Costs in the Defense Department, Paper

P-1046, was prepared by D. A. Fisner, Jr., of the Institute for Defense
Analyses (IDA}, in Octoler 1974, As stated, the paper "attempts to pro-
vide substantiated estimates of the costs and cost trends of DoD com-
puter software and other ADP activities, and the major components of

those costs, on the thesis that a determination of present
necessary first step in deciding on future DoD investments
search and development." It was pointed out that specific
that were disproportionately high cculd lead to review and

areas vhere urgent attention was required.

evaluating DoD software research programs."

It was further s
"the estimates derived in this paper provide insufficient basis in them-
selves for making recommendations on the future course of DoD R&D on
ADP, and no such recommendations are made here.
provide an estimate of computer software costs to DoD and show the struc~
ture of those costs. This information is necessary for developing and

The finding

costs is the
in ADP re-
cost items
action in

tated that

s, however,

The CCIP-85 study, which was discussed in Section 5 of this Ap-
pendix, provides "the most extensive analysis available on computer soft-
ware and ADP in DoD and CCIP-85 forms the basis for much of the current
DoD thinking in this area." 'he estimates for the current study were
compared with those made by CCIP-8Y, with some interesting results,

whicl. will be discussed later.

The estimates developed in this study are based on information
from data sources that are readily accessible in DoD and other Govern-
ment agencies. It was difficult to use all the data from all sources,
however, because the information bad been collected for other special
purposes and was not organized in a readily usable manner.
source of information for the paper was the Inventory of Automatic Data
Processing Fquipment in the United States Government, a GSA documenc

A major

"maintained under the requirements of the Brooks bill (Public Law 89-
306, October 1965)." The Inventory was the 'best single source of quan-
titative information on computers and ADP activities in DoD," including
numbers, operational costs, and capital costs of General Management
Classification (GMC) systems but only the numbers of Special Management
Classification (SMC) systems. ''The Inventory does not report on ADP
systems used in weapons systems.' The study, therefore, uses total
Weapon System cost numbers ''as reported in the DoD budget to estimate
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the cost of weapon system ADP systems." Other data from additional
sources "included costs obtained from DoD procurerent contracts and in-
formation from the Civil Service and the Militarv Services on the num-
bers and salaries of civilian and military ADP persomnel in DoD."

"Pertinent data from various sources were identified, combined,
and interpreted to determine a measure of the reported direct DoD ADP
costs. Sufficient documented information on ADP activities and their
costs was identified to determine a lower bound on costs and their proba-
ble component structure. Estimation was necessary to arrive at total
software and ADP costs.

"Reported costs were partitioned among software, hardware, and
other ADP activities, and an estimate of personnel burden was added.
This provided a supportable but rot necessarily correct figure for the

size of reported DoD ADP costs and showed that software accounts for the
major fraction of ADP cost to the Department of Defense.

"The costs thus arrived at were then used as a basis for esti-
mating total annual reported and unreported DoD expenditures for ADP.
Estimates were developed for the individual Services as well as for DoD
as a whole.

"All assumptions made in developing the estimates are stated,
and all calculations are explained."

7.2 FINDINGS/CONCLUSIONS

1. "Reliable information on most software and ADP costs in DoD
is unavailatle in a clearly identifiable form. The follow-
ing data for FY 1973 were developed in this paper."

2. "Documented and identified annual ADP costs in DoD were
$1.5 “illion in FY 1973; this riscs to $2.3 billion when an
estimated cost of personnel burden is included."

3. "The estimated annual ADP costs in DoD are $2.9 to $3.6 bil-
lion for software and a total $6.2 to $8.3 billion when hard-

ware and other ADP are included (approximateiy 30% to 50%
of all electronics costs in DoD)."

4. "ADP costs in DoD are apportioned approximately as follows:

7=2
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Software 457%
Computer Hardware 167%

Other ADP (includes 387"
computer operation,
key punching, sup-
port and supplies)

5. "An estimated 70% of ADP costs in DoD are for personnel."

6. "The number of ADP man-years in DoD is divided almost equally

between

Software systems analysis, design, and programming

Operation of ADP equipment (except key punching)

~ Services, support, and key punching."

7. "The annual costs of Air Force software and computer hard-
ware estimated in this paper and in CCIP-85 are similar.

This is surprising, because the CCIP-85 estimates are based

entirely on analogy with industry and are not well docu-

mented."
8. "A comparison of DoD ADP costs reported for FY 1968 and FY
; 1973 shows that:
t
l a) Total ADP costs and total ADP personnel salary costs
} remained unchanged, while costs per system rose 4%
H to 5%.
|
'12 b) Total ADP contract service costs rose 547, or 61%
% per system.
5
-y c) Rental and capital costs for ADP equipment dropped
-, o . <
g‘ 8%, which is 5% per system.
{
Y
51 d) The total of in-house ADP man-years dropped 10%.
1
-t] e) There was a shift from use of in-house personnel to
A contract services for system analysis/design, pro-
'%ﬁ gramming, and maintenance.
d
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£) There was a slift from rental to purchase of ADP
equipment.

g) The number of computer systems increased 28%, while
the number of systems reporting ADP operational and
capital costs and personnel activities declined.”

As noted in the Introduction, the study did not make any formal
recommendations. The principal findings, however, provide valuable infor-
matiot. as background for the DoD Weapon Systems Software Management Study
' conducted by APL,
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8. A REPORT ON AIR FORCE LOGISTICS COMMAND
OPERATION FLIGHT PROGRAM SUPPORT

8.1 INTRODUCTION

In July 1974, System Development Corporation, under contract to
Warner Xobbins Air Logistics Center (ALC), initiated a study of the sup-
port methodolegy used by various other Air Logistics Centers within the
Air Force Logistics Command (AFLC). The study was directed to selected
transitioned Weapon Systems and their respective Operational Flight Pro-
grams (OFP's).

During the past several years there has been a definite trend
toward the use of digital elements in aeronautical systems. '"The soft-
ware associated with programmable devices, typical to integrated avionic
systems, has emerged as one of the key elements affecting avionics and
weapon system performance. It has become evident that the Air Force re-
gquires a capability to effectively manage contractor developments in the
software area which is as effective as the Air Force's capability to man-
age hardware procurements.' Because the Air Force in-house capability to
support in-depth software changes is generally limited, it has been nec-
essary to retain the development contractor to provide software support
even after transition from Air Force Systems Command (AFSC) to AFLC.

The stated objectives for the final report included the follow-
ing:

1. '"Preparation of a summary of the final report which could be
used by AFLC management personnel."

2. "Creation and documentation of the data which was collected
by SDC from the wvarious ALCs. This data was divided into

six major sections:

(a) Characteristics c¢f the OFPs and their associated weapon
systems.

(b) Current support posture of the OFPs,

(c) Personnel required in the support of the OFPs.

(d) Documentation required in the support of the OFPs.

(e) Configuration management required in support of the OFPs.

(f) Testing in support of the OFPs."

8-1

o e B i —————




- THE JOHNS HOPKINS UNIVERSITY
APPLIED PHYSICS LABORATORY

LAUREL MARYLAND

3, "Performance and preparation of the analysis of the collected
data."

4. "Preparation of the conclusions and recommendations derived
by SDC in its analysis."

5. "Preparation of the extraneous data collected which proved
germane to the report, but did not fit into previously de-
fined sections of the report.”

8.2 FINDINGS/CONCI.USIONS

1. "Based upon the survey performed for the aircraft OFPs listed
in the Statement of Work, it was found that Configuration
Management practices and procedures are not performed in a
/ standard manner. In some cases, a baseline configuration for
OFP software did not exist, while in others, maintenance of
the baseline was provided through very informal techniques.
Because of the manner of organizing Configuration Control
Boards, some of the technical personnel in charge of software
maintenance tend to avoid formal management procedures.”

N —

P
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2. "The Technical Order system for control of software updates
was found in many applications. This system applies, at best,
to maintaining a library of program versions and does not ad-
dress the subject of program documentation. Standard soft~-
ware specification processes are understood by the technical
personnel responsible for software maintenance and most groups
informally maintain operationzl software specifications. In
order to adequately maintain documentation, the documentation
must be initially delivered by the contractor in charge of
OFP software and procedures for documentation update followed.

- e

3. "In most cases, support software was not provided to AFLC for
the OFPs at transition. Obviously, organic support of QFF
software is not possible without this important support soft~
ware. In the future, any procurement of avionics software
must include provisions for definition of the support soft-
ware as a CPCI for delivery. 1In those cases below where or-
ganic support capability is recommended, then an obvious re-
quirement for procurement of this software exists.'
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4. "In no case was a condition found that standardization of
programming languages, or the rewrite of a program from one
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system to another, was warranted. 1In the first case, the

computers utilized for avienics systems are generally mem-
- ory limited. Some have quite limited instruction sets.
These bounds have forced a preference for Assembly Language
level prograuming in order to reduce program size. While it
is felt that future systems should tend to a standardization
of computers ana associated support software, the nature of
present systems does not lend itself to standardization."

v 5. "The possibility of rewriting a computer program from one
computer to another is not feasible, again, because of the
extreme differences between machines. Fowever, as was found

> in several navigation systems, the modification of a com-
puter program is feasible (and is done) where the same navi-
gation system is used in a different aircraft."

e = ——

/ 6. '"The subject of Validation, Verificatiorn, and Certification

was found to present significant difficulties in discussion
in OFPs. This difficulty arises because of the wide diver-
sities in defining V,V&C. It was found more convenient to
discuss the various levels of OFP testing followed for the
evaluation of OFPs."

-

i
{
? .
! 7. "Only in the area of nuclear safety viil it be necessary for
i a truly independent third party testing process to be car-
! i ried out. Also, this independent testing will be necessary
l only if the new nuclear safity regulation, AFR-122-9, is
‘ found to apply to mannec¢ aircraft., TIf the regulation applies,
; it will be necessary tc provide this form of testing to SRAM."
3 ] 8. "In the majority of other cases, test plans and procedures
11 are currently being prepared and adhered to in the evalua-
/i ‘- tion of software. It must be assured that this practice is
N being followed in all cases."
;@
i" . 9. "A final conclusion which can be made from the data gathered
i; in this study is that personnei within AFLC responsible for
% software support of avionic computers have a difficult task
& to perform."
T4 .
LA
Y
-é R 3.3 RECOMMENDATIONS OF THE REPORT ON AIR FORCE LOGISTICS COMMAND
é A OPERATION FLIGHT PROGRAM SUPPORT
& 1. '"Baseline software configurations should be established and

proven techniques for the management of this configuration
must be adhered to."

yoif it
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8.4

MS3.

"All future avionic system buys should include provision for
delivery of support software. For those systems specifically
studied Iin the scope of this project, the support software
should be procured, after the fact, in the majority of cases.”

"The Technical Order system with respect to software control
should be phased out and replaced with the proven specifica-
tion system, defined in MIL-STD 800-14 and amplified in AFM
800-xX."

"With respect to future support of the GFPs listed in this
study, it is r«commended that rhe combination of Weapon Sys-
tem Manager and Functional Area organizational structure be
further defined and implemented to manage all OFP suppert
activities. A part of this recommendation includes the dedi-
cation of a large scale general purpose digital computer to
OFP support. This computer is required by the SRAM support
lab and is proposed to be located at Oklahoma City, ALC."

CORRELATION WITH APL RECOMMENDATIONS

The findings and recommendations from this AFLC OFP report cor-
relate most closely with the following two APL recommendations: IP1 and

1.

Software Pevelopment Support Tools and Facilities iPl

Ensure that the Full Scale Development program includes pro-
vision for adequate modern support tools and facilities, in-
cludirg such items as assemblers, compilers, editors, debug-
ging aids, data base and library management systems, and
asscclated operating systems. Require maximum use of exist-
ing proven tools and facilities. Provide that any of these
tools and facilities that will be required by the Operational
Support (Maintenance) Agent for system maintenance be de-
livered in transferable form and also be capable of applica-
tion to future Weapon System programs.

Software Operational Support Agent MS3

Require that the Software Operational Support (Maintenance)
Agent be identified and consulted during the Program Valida-
tion Phase to support the Presram Manager in providing for
maintenancz support requirements. Require that the agent be
included at the beginning cf and throughout Full Scale Devel-
opment to plan for system integration, testing, and transfer
from developmental to operatiomnal status.

8-4
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9. PROCEEDINGS OF THE AERONAUTICAL
SYSTEMS SOFTWARE WORKSHOP

9.1 INTRODUCTION

Because recent studies such as Project Pacer Flash had empha-
sized and recommended the need to exchange communications at all levels,
the Aeronautical 3ystems Software Workshop was held on 2 to 4 April 1974
to provide an opportunity to exchange information on avionics systeus
software. Software, because ci costs and lack of visibility as to pro-
gress etc., had received a great deal of management attention and con-
cern. The attendees at the Workshop included persomnnel from the Air
Staff, Air Force Systems Command (AFSC), Air Force Logistics Command
(AFLC), the User Commands, and other Gr-rernment agencies. Members of
industry and DoD presented papers on h. . they had successfully met and
coped with many problems involved in the avionics systems software ac-
quisition process.

In his opening remarks to the Workshop, Maj. Gen. Douglas T.
Nelson set the stage for the presentations and discussions by emphasiz-
ing the major importance of software tc achieve flexibility for our
modern airborne Weapon Systems. Further, he pointed out that "accom-
panving our digital trend with its flexibility has been the increased
involvement with the attendant software: all the way from design, de-
velopment, through test and transition to the Air Force Logistics Com-
mand and operation by the using commands. Our experience has pointed
out several problem areas in software which will be discussed during
the Workshop.'" He also discussed other areas that cause problems in
the software acquisition process: dincreasing cost for the entire life
cycle of software, maintenance requirements, crew trainer simulators,
the B-l program with its many required system interfaces, and others.
Another s.atement by Maj. Gen. Nelson summarized in a few words the total
objective of managing the software acquisition process: "If any part of
our development job ever called tor skillful systems management, this
task of bringing the whole weapon system together with software cer-

LRI}

tainly does...

(The following four paragraphs are paraphrased from the intro-
ductory part of the Proceedings.)

Gen. Nelson was followed by Col. G. Fernandez, Assistant fer
Processor and Software Planning, DCS/Development Plans, Headquarters
AFSC, who presented a briel Program Uverview. Col. Leo Danielian, the
"spark plug'" of Pacer Flash, followed next with his view from the Air
Staff, Plans and Operations st ‘'point.

9-1

= N e £ e, = v L TTpe——
. e amefeST . v AT N e Y LT S Ao



e e ———— -~

P
P g

e pn

et o s o e < e o e NVt

4

- ‘*fd.‘,:‘

£

A Y Z'j‘m.,vﬁ

.
4,&:&4»(" 1‘

<l s

-
fu
114,

b d
s A ‘fé(' ",‘f»

N

THE JOHNS HOPKIND UNWVERSITY
APPLIED PHYSICS LABORATORY

LAUREL MARYLAND

Next, three papers were presented dealing with the status of
the three major categories of Aeronautical Systems Software: 'Opera-
tional Flight Software,'" "Automatic Test Equipment Software,'" and 'Crew
Training Simulator Software," presented by Lt. Col. Edward S. Hinton,
Richard C. Behymer, and Philip S. Babel, respectively.

Mr. J. D. Schmidt, Headquarters AFLC, presented his feelings
with regard to the AFLC and user requirements for software maintenance.
This was followed by Lt. Col. J. CG. Daye's presentation of a description
and status of the new Air Force manual, AFM800-XX (not yet released) on
Weapon System Computer Resousces Acquisition, Use and Maintenance.

On 4 April Col. Fernandez presented his summary of current and
planned Air Force a:tions to solve aeronautical systems software prob-
lems, This presentation was followed by a panel discussion moderated by
Lt. Col. Manley, 1In this panel discussion, chairmen of the earlier Con-
tributed Paper Sessions summarized their individual sessicns. These sum-
maries are not explicitly presented in the Proceedings but their essence
is included in Lt. Col. Manley's Overview of Coancrributed Papers. Col.
Fernandez then closed the Workshop with some remarks on future plans.

It is important to nnte that there was no formal set of recom-
mendations prepared from the Workshop. The individual papers address a
wide range of software problems, and many sclutions were described.
Certain papers do list specific recommendations, howcver, and these have
led to direc* support of the formal recommendations prepared by APL for
the DoD Software Managemei t Study.

9.2 SUBJECTS COVERED

The subject areas covered at the Wor...op included the major APL
areas of (a) Management Policy, (b) Acquisition Planning, (c) Systems
Engineering, (d) Implementation Prncedures, (e) Program Management Sup-
port, (f) Acquisition Management Standards, and (g) Development of Tools
and Techniques.

Additional specific subjects included Simulation, Theory (Ké&D),
Hardware, Configuration Control, Higher-Order Languages {HOL's), Auto-
matic Test Equipment, Compiler Development, Support Software, In-House
Support, Software Maintenance, and Testing, Verification, and Validation.

9.3 RELEVANCE TO APL RECOMMENDATIONS

Each ore of the 17 APL recommendations is supported by one or
more of the individual Aeronautical Systems Workshop papers. It is in-
formative, therefore, to give selected quotations from both sources for
the 17 major areas.

9-2
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9.3.1

APL

Analysis and Validation* of System Requirements MP1

Recommendation

Direct that a comprehensive analysis and definition program be
carried out on software (as well as hardware) elements of each
new major Weapon System during the Program Validation Phase,
prior to approval of Full Scale Devrlopment. The software defi-
nition should be carried down to . = level of subprograms per-
forming major functions.

Cost estimates for the develepment and integration of each sub-
program should be based on analysis, simulaticn, modeling, or
construction of its principal parts, as called for by their re-
spect ive newness or criticality.

Remarks

.+ . Thus, the implementation of this recommendation requires
the sccomplishment of limited preliminary design during the Pro-
gram Validation Phase, rather tlan as the first step of Full
Scale Development.

Aeronautical Workshop

From E. R. Manpold, "Software Management and Visibility," p. 143

From a management standpoint it is essential that the successive
steps in the development process be restricted until the pre-
liminary design is complete. Experience has proven that re-
sources expended in preliminary design early in the development
process have greatly reduced down-stream testing and maintenance
costs. The designers should be forced to complete this step
even if it is necessarily guesswork requiring subsequent itera-
tion. The preliminary design requires relatively little re-
source since it is best done by a few senior designers and pro-
grammers, but it is a difficult function because it is necessar-
ily done earlv when knowledge of the system is minimal.

*"Validation" is used in the context of Program Validatioi. Phase, as
opposed to validation/verification of coded computer programs.

9-3

e D -
I aar e A R A T T T~ 4 02 hol e arlgy Sy SN
- b AW IR T i S,



LT

e e o 2 VPO

.
-y

1 e e Y dn——

L]

™
.~
-/

»

-,@_—!)}J«”

3
W

v 4 -~ ~
‘#AA?E&:&:'._" A SN i_f:

«

L

. A

2,
22

'14{;7 .

[ A B )

s/

THE JOMNS HOPKINS URIVERSTY
APPLIED PHYSICS LABORATORY

LAUREL MARYLAND

9.3.2

APL

Software Visibility in Weapon System Acquisition MP2

Recommendation

Increase the visibility and understanding of major software com-
ponents of Weapon Systems by putting them on a par with hardware
components. This is to be done in terms of configuration con-
trol items, DSARC reviews, design reviews, and other aspects of
acquisition management.

Remarks

The Joint Logistics Commanders' SRWG is proposing a revision to
MIL-STD-881 to call out software subsystems at the proper level
in the work breakdown structure, as well as other actions to
give software more visibility.

Aeronautical Workshop

From W. L. Trainor, "Trends in Avionic Software — Problems and Solu-
tions," p. 106

The key concept underlying all of these tools is the elevation
of software to the status of & ' ngract ltem or Subsystaem; a
status which previoucly has L. <n reserved only for hardware.

9-4
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Software as Contract Deliverable MP3

Recommendation

Specify that major computer software involved in Weapon Systems
development be designated Configuration Items (CI's) and deliv-
erables during Full Scale Development. This would generally in-
clude computer programs and computer data for

Operational Software,
Development Sueport Software, and
Test and Integrztion Software.

w N =

Implementation

Provide clear guldelinrs for designating appropriate computer
svstem resources (computer programs and computer data) as CI's
in the Program Management® Directives and manuals. Call for
scheduled delivery, like hardware items. Specify support and
test and integration software as separate deliverables.

Aeronautical Workshop

From W.
tions,"

L. Trainor, "Trends in Avienic Software — Problems and Solu-
p. 106

The key concept underlying all of these tools is the elevation
of software to the status of a Contract Ttem oxr subsystem; a
status which previously has been reserved only for hardware.
The time has come to single out software as major deliverables
under contract terms, and nc loager "drag alon.'" software as
some 1ll-defined and auncillary part of a hardware item.

a-5
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Milectoned Development Plan APl

Recommendation

Define the requirement: for milestones in the Full Scale Devel-

opment phase to ensurz the proper sequence of analysis, design,

implementation, integration, test, and review processes. Also,

define criteria that will be used to demonstrate that ezch mile-
stone has been achieved.

Implementation

Amplify the definition of requirements for Preliminary Design
Reriew (PDR) and Critical Design Review (CDR) to specify the
items of =2nalysis, design, implementation, integration, and
testing to be completed. Develop an updated version of the
milestone definition of SSD 61-47B or its equivalent. (Note
that Milestone 1 of SSD 61-47B should precede Full Scale Devel-
opment.) Incorporate these in the Program Management Plan and
specify that the milestone provisions be written into develop-
ment contracts.

Aeronautical YWorkshop

Frem Lt. Col. E. S. Hinton, "Operational Flight Software," p. 20

In an attempt to increase management visibility during OFP de-
velopment, a method of documentation 1s being used on the B-1
program whereby '"milestone' events are identified and tracked
in detall. These events are defined to be the publication and
release of specified scftware documents which include the systenm
specifications, module descriptions, interface documents, user
manuals, etc. Milestones have previously been used to define
events, which once passed, are complete and do not need to be
redone. This has proved very successful for hardware oriented
programs. On the ocher hand, software development is by nature
very iterative and "milestoning" in this area is not as clear-
cut. However, the emphasis on providing mancgement visibility
is proving to be invaluable to the program.
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9.3.5 Computer System Resource Development Plan AP2
! APL
Recommendation

Ensure provision of a detailed Computer System Resource Develop-
ment Plan as part of the bid package on Full Scale Development
contracts The plan should cover all aspects of the contrac-
tor's approach to organization, design, test, management, docu-
mentation, and other aspects of the program.

Problems Addressed

In order to ensure that the development of « major software sub-
system is well crganized and managed, and all requirements are
properly understood and defined, it is esseni.ial to have a de-

f tailed development plan prepared and evaluated prior to starting
Full Scale Development.

- — e m—

! The development plan sheould include a detailed statement of the
cortractor's engineering and management approaches, and hcnce

X can serve as a basis for selecting a contractor with the requi-

f site understanding, experience, and facil:ties.

{

Implementation

e o

Require that the Program Manager prepare a set of development
requirements to be included in the Request for Proposal {(RFP).
Specify those aspects that are directed by the Government.
Specify the nature and scope of description required in the

g contractor's Computer System Resource Development Plan.

Acronautical Workshop

k]
[f?i Trom Lt, Col. J. G. Days, "AFM 800-XX Comruter Resources Acquisition Use
‘fg ind Maintenance," p. 52 ’
Y
é A new deliverable to be identified in the manual is the com~
A} puter program development plan which will be submitted with the
¥ c.ntractor's proposal. The objectives of the development plan
- are to provide the program office with the necessary information

t¢ assure the PM that the contractor knows what he is doing, and
provide the necessary muscle to mwonitor the progress and force
any corrective actlons,

.
‘f‘u.

v
B

9-7

L}
PO <

. 4

T T . S S - Py P v i 2 =2 R ptrn e Ol et



THE JOHNS HUPKINS UNIVE S TY

APPLIED PHYSICS LABORATORY

LAUREL MARY_AND

9.3.6 System Engineering of Computer Systems SE1

APL
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Recommendation

For systems involvirg szeveral distinct fuunctions, require that
the systen be dividea into functional segments in accordance
with the operational requirements. Require during the Program
Validation Phase that tradeoff analyses be performed for hard-
ware versus softwarz {i.e., hardwired versus programmable func-
tions) and for different computer system architectures.

Problems Addressed

The lack of application of systems engineering methodology to
computer system design is at the root of i number of critical
problems in the development of maiocr Weupon Systems. It results
in Iinefficient processing architecture, lack of hariware/soft-
ware tradeoffs, and overcentralization, leading to overly com-
plex requirements and htence large, cumbersome, and costly soft-
ware programs.

Aeronautical Wockshop

From Lv. Col, E. S. Hinton, "'Uperational ¥Flight Software," p. 21

Good performance from OFP can only be assured when system de-
sign has been appreoprlately considered and tradeoffs between
hardware and software have been made intelligently. Systems
englneering plays an important rcle in the early phases of snft-
ware development and the basis fcr decisions that must be made
is an in~depth analysis and system design capabilicy.

From Col. C. H. Allen, "ASD iavcivement in Software,' p. 166

The McAir software programming philosophy required that all saft-
ware tasks generic to a given subsystem be accomplished by that
subsystem and thit mission oriented tasks should be accomplished
by the central computer. This requirement appears to have estab-
lished a clear dividing line on the software programming respon-
sibility. The programming of the central computer has been kept
less complex; . .

9-8
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$.3.7 Provisions for Growth in System Requirements SE2

APL

Recommendation

Provide for growth and change in requirements on Weapon System
computer software by ldentifying parameters that are uncertain
or are likelv to change in the future and, where possible, spec-
ify the probable limits on such changes. Also identify novel
environmencs and use of new techniques. Require that computer
systems be sized to provide for uncertainties and requirement
srowth,

Problems Addressed

The nature of Weapon Systems is such that the inevitable growth
and change in the enemy threat, as well as advances in sensor
and weapon technology, result in corresponding growth and change
ir system requirements throughout the life of the system,

While, in principle, changes in software should be less expen-
sive than those in hardware, such changes can actually be ex-
tremely costly unless provisions for growth and change have been
made in the initial design. Also, opportunities for designing~
to-cost are frozen cut unless provision is made for growth.

Aeronautical Workshop
From Lt. Col. E. S. Hainton, "Operational Flight Software," pp. 13 and 17

Software which performs the required functions is most useful
when it is sufficiently flexible or changeable so that quick
modifications can meet urgent mission requirements.

Increasing program size and cycle time are frequently problems
in OFP development. They can result from poor requirements or
they can be caused by optimism on the part of the development
team. Alr Force naivete in estimating program size has, in cer-
tain instances, allowed software coutractors to propose computer
memory requirements which were unrealistic, as was later deter-
mined.

From Col. €. H. Allen, "ASD Involvement in Software," p. 157
Technolegy is going to continue. Digital systems are going to

be smaller, computer speed ic going to become faster, computer
memory s going tc be cheaper and more readily availatle, and

9-9
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all the otlier good thnings which go along with technology ad-
vancement:, Needless to say, this will allow for more capabil-
ities to be implemented, which will, in turn, create new prob-
lems <c be solved.

9-10
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9‘3

APL

.8

Systems Engineering of Computer Software SE3

Recommendation

Specify the use of modular software architecture and an orderly,
phased design approach for developing major computer programs
that defines the higher levels of the program and then progres-
ses to design and test successively lower levels, The latter
approach is often referred to as '"top-down' design. It involves
the formal definition of a hierarchy of program elements and re-
strictions concerning lateral communications.

Problems Addressed

The lack of applicaticn of systems engineering methods to the
design of softwars has led to systems that are nonmodular, lack-
ing well-established interfaces, and difficult to test. The de~
sign approach has often been undisciplined, with implementation
started before the overall structure has been defined. This re-
sults in incompatibilities and errors that are discovered late
in the test process, with serious impact on schedules and costs.
Lack of modularity results in complex interfaces and difficul-
ties in accommodating to changes in requirements.

Aeronautical Workshop

From J. D. Schiff, "An Overview of the Software Life Cycle Process,"

P

114

Top Down Development

Top Down Development 1s a development method which gives order
to the implementation of the software system. From specifica-
tions and interfaces, the complete package is constructed begin-
ning with tne highest levels of control. Thle effect of this ap-
proach is two-fold. First, the system integration effort occurs
simultaneously with the development; and second, an increasingly
capable operational system is in use during development. The
benefits associated with employing the top down development ap-
proach are:

fariler deteccion of design problems
Orderly and comprehensive test development
Elimination of separate systems integration
Easier to isolate problems

Mininizes impact due to changes

9-11
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9.3.9

ATL

Software Development Support Tools and Facilities Ir1

Recommendation

Ensure that the Full Scale Development program includes provi-
sion for adequate modern support tools and facilities, including
such items as assemblers, compilers, editors, debugging aids,
data base and library management systems, and associated operat-
ing systems. Require maximum use of existing proven tools and
facilities. Provide that any of these that will be required by
the Operational Support (Maintenaznce) Agent for system mainten-
ance be delivered in transferable form and also be capavle of
application to future Weapon System programs.

Problems Addressed

The development of software requires a major investment in sup-
port tools and facilities. If they are not available from pre-
vious programs and are not provided for in the development plan,
a major schedule slippage and cost overrun can result. If they
are not designed to be transferable to the Operational Support
Agent, as required for system maintenance support, additional
costs will be incurred during the maintenance phase. Inadequate
sapport tools lead to excessive test times and late detection of
errors.

Aeronautical Workshop

From Lt

From W.
tions,"

. Col. E. S. Hinton, "Operational Flight Sofiware," p. 18

Suppert software, such as assemblers, compilers, link-editors,
simulations are all required if manipuiation and modification
of the OFP is to be done. Soma of these software packages
could be written in-house if they were not provided by the ac-
quisition contract. However, the most cost-effective way to
get them would probably be to call for their delivery under the
initial contract since they had to have been availablie for the
development effort by the contractor.

L. Trainocr, "Trends in Avionic Software — Problems and Solu-
p. 102

But once again, the same 'reinvent the wheel" philosophy that
was noted to apply to OFPs is also applied to the support soft-
ware. Each aircraft procurement has resulted in the development

9-12
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of new support software to accommodate new flight computers on
new host computers. Not only is the redevelopment cost outra-
geous, but when all the smoke clears, Uncle Sam owns none of
these suppcrt packages — which, incidentally, are needed to
maintain the new OFPs during the many years of operational use.
This was true on numerous projects. Support software was con-
sidered vendor proprietary and the supplier was "wired-in" for
all future maintenance work: a costly situation, to say the
least.
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9.3.10 Disciplined Frogramming Ip2
APL

Recommendation

Require that the computer program development contractor apply a
highly disciplined set of engineering practices to the detailed
design and programnming phases of development. This must involve
a clear and disciplined set of standards covering program struc-
ture, size, control, interface, formal conventions on data base
management, and the demonstration that the standards are enforced
in practice.

Iuplementation

The Request for Proposal (RFP) should call for a description of
the contractor's design and coding manuals and his approach to
programming discipline in the Computer System Resource Develop-
ment Plan. Formal and well-established procedures that have
been demonstrated on prior programs should be an important ele-
ment iu the contractor selection process. The contract should
specify that the proposed procedures be used.

Aeronautical Workshop
From Col. C. H. Allen, "ASD Involvement in Software,"” p. 162

Does he demonstrate good clear modular programming, and does he
specify common programming techniques for all module engineers
so that the operational flight program is readily supportable
in-house or by other contractors?

From W. L. Trainor, "Trends in Avionic Software -- Problems and Solu-
tions,”" p. 104

The use of well-designed production standards would serve as a
mold to direct the programming personnel's thoughts and actions
toward a logical and common end preduct — "quality" software.
Particular areas which such standards would typically address
are: (a) Codlng conventions; such as, use of indentations,
spaces, blank lines, etc., tc increase readability; (b) Documen-
tation conventions; such as, use of "comments" within program
listing to improve "ease of comprehension'; (¢’ Lab.ling and
naming conventions and restrictions to produce common «nd con-
sistent terminology within the program; (d) Instruction-use



-

e oo S et e bt

. ey )

s
in
L% af

2

3
’
e R

.

L4

s

.-&"i_ UL TP

.

i&

THE JOHNS HOPKINS UNIVERSITY
APPLIED PHYSICS LABORATORY

LAUPEL MARYLAND

conventions/restrictions; such as, use of "GO T0s'", if ever;

(e) Cenventions for parameterization, reuse of modules, etc.;
(f) Conventions for assigning attributes to data/constant types;
(g) Input/output conventions and restrictions; (h) Etc.
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9.3.11 System Intecration and Test Capatility IP3
APL
Recommendation

Require that an intezration and test capability be provided as
part of Full Scale Development of major Weapon System software,
tailored to the specific newds of the program. [I'his should be

a software test-bed combining simulated elements and hardware
(including operator consoles) to be used in progressive integrs-—
tion and test of system elements. It should provide real-time
dynamic stimuli and responses under repeatable and off-nominal
test conditions. The portion of this capability that is re-
quired for Operational Support and Maintenance should be speci-
fied to be transferable or capable of duplication.

Implementation

Define the provision uf an integration and test capability as :
requirement in the Request for Proposal (RFP) and in the Com-
puter System Resource Development Plan. Specify that portion of
the simulation software as a contract deliverable, with foimal
documentation, as will be required for system operational sup-
port and maintenance. Provide O&M funds t> the contractor for
support of maintenance features. Constrain sophistication to
avold overcomplication, especially at the contractor facility.
Make provigions for I-tegration and Test Facility planning in
Acquisition Maragewent regulaticns, and subject such planning

to design review procedure. Consider training requiremencs for
test facilities.

Aeronautical Workshop

From A, E. Patterson, 'Sacramento Air Logistics Center, F-111 Avionics
Integration Support Facility," p. 323

This capabllity is centered around the development and iuplemen-
tation of the F-111 Avionics Integration Support Facility (AISF).
This facility provides unique laboratory support for OFP devel-
opment/verification and avionics system integration.

To increase the AlSF effectiveness, a program has recently been
1iitiated to add a dynemic simulation area. This area shall

provide a capability to conduct complete dynamic testing of all
modes and functions in the OFPs. . . . This will mean that ap-
proximately 87 percent of the OFP performance can be checked in

9-1¢6
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the laboratory as opposed to 60 percent at the present time and
wiil reduce the OFP flight test requirements by approximately
5C percent.

From Ccl. C. H. Allen, "ASD Involvement in Software," p. 162

Specify in software contract a dynamic simulation capability
sufficient to provide good software programming verification

and validation before the flight test phase begins. Flight test
is increasingly expensive.

If possible, specify a software intesration and test, and dy-
namic simulatioa facility be built on Air Force property in-
tended for 1life cycle support after development completion by
contractor. This facility would be used by both Air Force and
contractor, then remains in Air Force hands for software support
after the development cycle.

§-17
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9.3.12

APL

Technical Staffing of Program Manager Organization MS1

Recommendation

Establish and imple 2nt a policy that Pr.gram Managers for major
Weapon Systems be scaffed with perscnnel exverienced in systems
engineering and software development and of sufficient stature
and number to carry out essential management functicns that can-

not be delegated.

Implementation

Provide for high level review (e.g., DSARC I and II) of Program
Manager staffing at the start of Program Validation and the Full
Scale Development Phases of major Weapon System development pro-
grams. Provide means for temporary assignment cof engineers from
service laboratcsries and support activitiles to fiil key staff
positions. Provide career incentives to attract competent engi-
neers from within and from outside the Government into both
military and civilian positions. Establish policies that assure
adequate grade levels for Civil Service jobs in this area.

Aerconautical Workshep

From M. R. Davis, "Visibility and Responsibility in Areonautical Systems

Software,’

pp. 95 and ¢2

As in industry, seaior people tend to migrate into management
positions; iun the Air Foree you expect to find senior people in
management slots and, in general, they are not going to be cur-
rent in the state of the software art. These ROC's must be
looked at by people who are up to speed in contemporary soft-
ware business. So, somehow these senior people who sign off on
technological feasibility ueed to be backed Ly people who can
help them attain the awareness they need. They need someone

who can assess the magnitude of the software preblems relative
to the state of the art, and who knows what is being done in re-

search, and the prognosis for that research.

What kinde of incentives are needed to induce the right kinds of
people to come on board (both civilian and militarv)?

Is pooling of manpower resources a4 sensible interim solution un-
til more people can be acquired?

§-18
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©.3.13 Systems Engineering Agent MS2

APL

Recommendation

Establish a policy that, for major new Weapon System programs,
the Program Manager engage a Systems Engineering Agent to as-
sist in problems srising in the translation of system require-
ments into detailed hardware and computer system design require-
ments. The igent, whether Governwent or contractor, should be
highly experienced in system operational requirements, special
purpose system hardware, and computer system software and hard-
ware.

Problems Addressed

Although the Program Manager should have on his immediate staff
systems engineers who are knowledgeabl~ about software, man-
pewer linitations often restrict the staff to a skeleton organi~
zation. Without other direct support, the Program Manager can-
not adequately fulfill his respoasibilities for carryiug out the
extensive planning and monitoring associated with a major new
Weapon System. This can result in insufficient definition of
rec iirements, limited requirements analysis, unrealistic sche-

dule and cost estimates, and inadequate configuraticn manage-
ment.

Aeronautical Workshop

From Lt. Col. E. S. Hinton, "Operational Flight Software," p. 20

Accompanyving the contracted effort, is the utilization of "in-
house" (civil service and military) personnel to monitor the
software development in depth. This implies "hands-on' review
of the software with an asvociated bulldup of familiarity during
deveiopment. In order to support this concept, a buildup of
personnel with software engineering expertise is in process.

From Col. C. H. Allen, "ASD Involvement in Software," p. 158

Special emphasis was gilven to avionics system engineering ia the
recrganiczation of the Directorate of Aviorics Engineering av ASD.
The r2cognized concepts to improve our software situation cannot
be implemerted unless a strong system engineering capability ex-
ists. Persounel are needed who are knowledgeable in several
technical disciplines to a reasonable depth, who understand the

9-19
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trade off betweeu system/subsystem design alternatives and
trade cifs between requirements, capability, and cost. Good
system engineers can only be developed through practical exper-
ience.
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9.3.14

APL

Aerenau

From R.

Softwarc Jperational Support Agent MS3

Recommendation

Raquire that the Software Operational Support (Maintenance)
Agent be identified and consulted during the Program Validation
Phase to support the Program Manager in providing for mainten-
ance support requirements. Require that the agent be included
at the beginning of and throughout Full Scale Development to
plan for system integration, testing, and transfer trom develop-
ment to operational sratus.

Problems Addressed

The integration of operational support requirements and the
transitrion from production into operationa’ use are higa on the
list of major problems in Weapon Systems acguisition., The lack
of transferability of software, the lack of provisions for main-
tenance, and the cost of changes resulting from these inadequa-
cies have been cited in many previous software studies as impor-
tant problems needing solution.

Implementation

Amplify those parts of the Program Management Plan and the Pro-
gram Management Directive dealing with the early participation
of the Using and Supporting Commands tc include the identifica-
tion of an Operational Support Agent. TProvide means for apply-~
ing O&M funds to support contractor activity directed toward
providing maintenance capabilities and documentation.

tical Workshop

Fischer, "F-1il1 AGE Software, Generction, Maintenance and Tran-

sition to AFLC," pp. 390-391

One of the problems experienced has been lack of the assignment
of individuals at each of the crganizations with transfer re-
sponsibility.

9-21
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From R.

po

132

Recommendation

Early in any program, the contracter, ASD, and AFLC should ap-
point specific individuals to be responsible for software trans-
fer. These people should plan the eventual transfer and be re-
sponsible for its implementation.

In addition, consideration should be given to assigning govern-
ment personnel, experienced in sofcware, from the eventual user
organization to the contractors facility duvring software devel-
opment. Familiarity of those government personnel with the de-
velopment process will eliminate the "credibility gap" on the
scope of scftware transfer tasks.

J. Schlight, "A Functional Approach to Software Management,"

User/Developer Interface. The interface between the user and
the software system developer is critical. It is vital (1) that
he expresses his requi:ements clearly, (2) that he is aware of
the limited capabilities of any software system, and (3) that
the user understands what he is going to receive. The user
should be invoived in the software development cycle, should
view the system in operational stages, and should make meaning-

ful contributions which will ensure the responsiveness of the
finished product.

9--22
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9.3.15 Standard Criteria for Weapon System Computer Resources Acqjuisi-

APL

tion Management AM1

Recommendation

Establish a common set of requirements and criteria to be ap~
piied in the acquisition and support of Weapon System computer
resources by all services.

Problems Addressed

Many of the preceding recommendations have proposed policies
with regard to various aspects of system acquisition management.
Their implementat .on requires the establishment of one or more
top~levei documents thac would constitute official guidance to
Prograan Managers and contracting officers. Current MIL-STDS on
this subject are not acequate and are primarily hardware ori-
ented. Variation in terminology is another problem that must
be addressed to reduce confusion and the misinterpretation of
existing guidelines.

Implementation

Derive a tri-service document covering the procedures to be used
in the acquisition and support of Weapon System computer re-
sources, using current service regulations and manuals as a
basis. . . . Use a common terminology along the lines recom-
mended by tie Joint Logistics Commanders' Software Reliability
Work Group.

Aeronautical Workshop

From R.

W. Wolverton, 'Paradoxes in Management: Software Standards and

Procedures,”" p. 205

Our premise is that software standards and preocedures have pro-
liferated in number over the past several years and are, despite
well-intentioned actions con the part of the government, causing

more problems than they are solving as viewed by industry. The
problem is characterizcd by a feeling of being out of touch with
the informational ectivities of otbers, of a too rapid growth of
what there is to know. The resulte of these separate acts are

oot converging at present. We will examine government rules and
regulations which influence the contractor's technical approach,
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his software development procedures, and his product control in
view of the dilemma presented by proliferating — and often con-
tradictory or silent — government procurement procedures.
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9.3.16 Software Acquisition Guides AM2

APL

Recommendation

Prepare a series of handbooks or guides covering important as-
pects of software acquisition, to help Program Managers and
their staffs to define, review, and evaluate requirements, pro-
cedures, proposals, and designs during pre-contract and contract
management. These would include such items as

Life Cycle Plan

System Requirements Review

RFP Preparation and Review

Computer Resource Development Plan Review
Preliminary and Critical Design Review
Documentation Standard Selection

Support Facility Plan Evaluation

QA Plan Evaluation

Problems Addressed

The great variation in the requirements and structure of Weapon
Systems, differences between new and evolutionary systems, dif-
ferent methods of contracting, and organization of the spocnsor-
irg agency all require a large degree of flexibility in the ap-
plication of management standards and procedures. However, the
abstract nature of software and the relatively underdeveloned
systems engineering methodology make it very difficult for Pro-
gram Managers and their limited staffs to apply the necessary
judgment in the absence of an organized body of knowledge to
guide them.

Implementation

Coordinate current service efforts or assemble a tri-service
committze with gevernment and industry representation, under the
sponsorship of 0SD, to prepare suitable handbooks. Issue drafts
for interim guildance and to obtain feedback from experience.
Allocate special funds to participating service agencies.
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Aeronautical Workshop

e v e

From R. Fischer, "F-111 AGE Software Generation, Maintenance and Tran-
sition to AFLC," p. 392

In an effort to define documentation the Air Force has produced
several significant documents during the past 18 months. Three
of these documents are listed as follows:

a. AFLC Reg. 66-37, "Management of Autcmated Test Stations"

b. AFLC Reg. 66-27, "Automated Support of Numerical Coantrol and
ATE Software"

¢. SAALC/MMD, "ATE Acquisition Planning Guide"

These documents are excellent for use in identifying and defin-
ing responsibilities and documentation and provide a gocd basis
for future programs.

Recommendation

A document, which specifically addresses only the transfer prob-
lem, should be prepared. This document should contain a speci-

fic plan to be adhered to in the transfer of any new program.

It should include a step-by-step transfer plan for any new pro-

gram, a list of all documentation requirements and a description
of the responsibilities assigned to the contractor and the gov-

ernment agencies.
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9.3.17

APL

Software Test Tools TT1

Recommendation

Support development of improved software test and validation
tools to reduce the cost and time involved in software verifi-
cation. These should include automated tools to identify and
exercise all branches, to detect and isolate design faults, and
to categorize error sources.

Problems Addrzssed

Test and validation has been the most time-consuming phace of
software development. This has been true not only because of
the numerous errors introduced by poor design methodology but
also because of the effort required to design test drivers for
individual portions of the program. In addition, manual testing
of the full range of possible input conditions (in order to ex-
ercise all portions of the program) is extremely time consuming.
Finally, the generacrion and running of test programs are subject
to human erccr, which further adds to the validation time.

Implementation

Support ongoing service programs in development of automated
test and validation tools. Fune the conversion of selected
tools to the high level languages used in Weapon Systems (e.g.,
CMS~2, JOVIAL) and provide them to system contractors and Oper-
ational Support Activities as soon as economically practicable.
Invite innovative proposals for new work. Support R&D efforts
in software portability to aid in the application of tools to
different systems.

Aeronautical Workshop

From R.

E. Wattenburg, "Independent Test and Evaluation,' p. 337

To aid in the code evaluation task, a series of automated tools
have been developed. These tools primarily work with programs
in a static sense, analyzing code instead of executing it.

These tools are quite sophisticated and are almost all fully
automated. They include automatic equation and flowchart gen-
erators (from object code), comparitors, edltors, path analyzers,
etc. The vast majority of programming classes of errors (data
declarations, symbol duplication, imprope~ register usage, etc.)
can be detected easily and early using this type of tool.
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From D. A. Ziener, "An Approach to Verification and Validation of Opera-
tional Software,'" pp. 350-351

The ACS [Automated Checkout System] is a series of programs
written for a large commercial computer. When a program for the
airborne computer is operated on by the ACS, it performs a sym-
bolic simulation and generates symbolic equations (A = B + C x D)
that are performed by the airborne computer program. The ACS
performs many checks for program errors, indicates all areas
where analysis is required, and furnishes the program with the
information required for analysis in optimum form. The equa-
tions generated by the ACS are manually checked against the in-
put specification.

From J. D. Baum and J. B. Di Stefano, "Avionics In-Flight System/Soft-
ware Test Tool — Anomaly Trace,'" pp. 356-357

The idea of the anomaly trace tool was that of a dynamic instru-
mentation monitor. . . . it would not operate continuously but
would lie dormant with ouly part of its code being exercised un-
der norma’ conditions. Once an anomaly was detected, however,
the ancmaly trace tool would become active ard seize full con-
trol of the sequencing of the real-time computer. The anomaly
monitor would not only dump system data to be used in later
analysis, but it would actively try to detect the occurrence of
anomalies and to restore the system to normal status once one
was observed.

It is to be noted here that the anomaly trace system was devel-
nped entirely in the footstep of the existing system, No new
equipment was added. The only change made to the system was
the addition of a few hundred words of computer code.

Program Tracing Error — The occurrence of this anomaly indicates
that programs were executed out of their proper sequence.
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Proceedings of a Sympusium on the High Cost of Software
Held at the Naval Postgraduate School, Monterey, Cali-
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10.2 Findings/Conclusions . . . . . .
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10. PROCEEDINGS OF A SYMPOSIUM ON THE HIGH COST OF SOFTWARE
HELD AT THE NAVAL POSTGRADUATE SCHOOL
MONTEREY, CALIFORNIA, ON SEPTEMBER 17-19, 1973

10.1 INTRODUCTION

The Monterey Symposium on the High Cest of Software was held in
September 1973 under the joint sponsorship of the Air Force Office of
Scientific Research, the Army Research Office, and the Office of Naval
Research. The Symposium was called primarily to determine the research
required to achieve a major reduction in software costs because the soft-
ware art was progressing slowly and high software costs and poor quality
were having a serious effect on the DoD budget and operations.

The Symposium, well attended by 97 persons, was divided into five
workshops, each of which was concerned with a specific aspect of software.
The members of each workshop were assigred on a permanent basis (for the
duration of the Symposium}, and the workshops met simultaneously four

times duri .g the 3-day period. '"The third workshop session was held in
the form of five open houses, so that the developing ideas of each work-
shop could be exposed to outside comment." Three meetings of the sym-

posium as a group were held during which subjects of interest to the en-
tire body were presented. A keynote sgeech on software costs and state-
ments of objectives by the workshop chairmen were the subjects of the
first meeting. The second meeting was devoted to software technology
tran:fer, while the third meeting included interim progress repcrts by
workshop chairmen.

The five workshops were assigned the following themes:

Workshop 1 — Understanding the Software Problem

Workshop Z — Semantics of Languages and Systems

Workshop 3 — Programming Methodology

Workshop 4 — Software-Related Advances in Computer Hardware

Workshop 5 — Problems cf Large Systems

10.2 FINDINGS/CONCLUSIONS

"Over the last ten years there has been a radical shift in the
balance of hardware and software costs. Because of technological ad-
vances, hardware costs have been reduced to the point where hardware de-
signers are now seeking ways to help reduce software costs. The cost of
computing is now clearly dominated by the cost of software.”
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Although the demands for sofiware production are increasing in
volume and couwplexity, the progress in software technology has been very
slow. '"Such demends have clearly outstrirped the technology, with very
costly results. Production of new software products suffers greac over-—
runs in cost and delivery time, and quality is often deficient in cor-
rectness, modifiability, and transferability. The maintenance costs fcr
cld software products may be an order of magnitude larger than production
costs, due to poor original design and production.”

Because software is often a critical component in large systems,
delayed delivery times or poor quality can cause problems with rclated
high costs that can far exceed the original costs, regardless of hew high
these might happen tn be.

"There is, further, much waste in programming and computing, re-
sulting from poor matching of sofrware and hardware. Thus, inconpatibil-
ity between computers results in costly reprogramming or an inability tc
take advantage of the reducecd computing costs of new hardware. Also,
poorly designed primitive functions in hardware require repeated costly
and error-inducing programming of basic computational functions.

"The high direct and indirect costs of software set an effective
practical limit to the ccmplexity and scale of rea.izable systems. There-
fore, a major reduction in coftware costs (including the costs resulting
from bad quality) could have a great impact on the practical capability
of logistic, avionic, tactical, communication, and cther vital systems."

Certa’n symptoms or causes manifest themselves in problems re-
lated to software and the acquisition process. There is a definite in-
teraction of technical and managerial aspects of software, and there
also exists a certain air of uncertainty about uoftware because of these
kinds of situations, poor management practices ia producticn control, ac-
ceptance of all levels of programmer talent, failure to utilize availa-
ble production tools, and ''failure to provide modern and adequate hard-
ware resources, both for programming and for program execution."

"Rational, controllable software production practice requires
more systematic methods and tools than e now have for specifying and
measuring properties of programs with respect to all pertinent qualities,
such as correctness, performance, and modifiability. In addition, we
need better understanding of the programming process in its technical.
psychological, and social aspects. A large fraction of so-cailed marnage-
ment problems and problems of inadequate tools are actually symptoms of
the lack of findamentai understanding about the very complicated set of
issues called software."
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Strong trends are evident that will increase the need for soft-
ware which will, in tura, probably further affect the already high costs.
More users and more varied computing systems lend further support to the
fact that software needs will increase.

"The symposium revealed a large body of ideas for scientific study
nd technological development that have clear potential for major impacts
on software practice. The expected benefits of the various ideas varied
in time frame.

"One set of ideas was aimed at understanding and improving cur-
rent modes of software practice. These include applying and refining
the best current methods in documentation, debugging, testing, and pro-
ducticn control. It was felt that certain techniques within the research
communicy could be transferred immediately, with promise of excellent re-
sults.

"A second set of ideas was aimed at developing new software
nethodologies and improved computer architectures for applications poorly
served by present systems. The new methodologies include aids to the
programmer for understanding complex problems, for designing systems,
and for analyzing program and system bebavior. There are many attractive
approaches that require intensive development effort.

"A third set of ideas was aimed at making programming a more
automatic process, both for expert and nonexpert programmers, and for im-
proving computer system design. These ideas require long-range develop-
ment, but some early work is needed to guide evolving practical tech-
niques in programming and computer architecture.

"The chairmen's summaries and recommendations reveal a deep sense
of urgency reflecting a widespread feeling of the workshop members. To-
gether with this feeling there was a conviction that good ideas are avail-
able that can be expected to have strong impact on software practice if
pursued energetically.

'While the ultimate success of the many particular ideas could
not be predicted, there were ample cases of partial success to justify
a high feeling of confidence among the attendees.

"In summary, present direct and indirest software costs consti-
tute a seriouo limit to the capabilities that can be achieved in systems
operated bty the s<rvices., Future software demands are visible whose
character and scale will greatly increase the services' software costs.

A strong program to advance the software art is therefore urgently necded."
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10.3 RECOMMENDATIONS OF THE MONTEREY SYMPOSIUM ON THE HIGH COST OF
SOFTWARE

1. Research in computer systems should be strengthened and
closely coupled to software research.

2. Because software reseerch has tended to separate bhasic pro-
gramming methods from application programming. it is becom—
ing clear that krowledge from a parti.ular application do-

' main is needed in order to increase the power of programming
aids for thet domain.

[#%)
.

Many powerful software techaiques, now in laboratories,
l should be immediately transferred to actual users tc enhance
} their productivity and knowledge.

4, There should be a strengthened technolcgy hbase, available
/ directly to the services.

5. Service-supported research should be coordinated with othar
. DoD and civilian research and development.

,..
(e

The scale and quality of computer research should be in-
creased to meet present and future demands.

7. An understanding of software costs should be develouped.
8. The use of the best available programming aids, e.g., for

program writing, dccumentation, debugging and management,
should be iIntegrated, applied, and evaluated.

i
zi 9. The theory and practice of structure-oriented programming
i\ methodology should be developed.
!
i3 10. New concepts for program testing and analysis should be de-
ﬁ veloped.
A
§§ 11, Human factors in prngramming and computer utlilization should
f§ be investigated.

12. New programming methods and improved computer architectures
for major new application areas should be devel-.ped.

13. Concepts and techniques for realizing knowledge-based sys-
tems for important application domains should be developed.
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14. Both theory and effective methods for formal veriiication and
proof of program properties should be developed.

15. Tha semantic basis for constructing better programming lan-
guages and computer systems should be improved.

! 10.4 CORRELATION WITH APL RECOMMENDATIONS

The findings and recommendations from the Symposium on the High
: Cost of Software correlate most closely with the fellowing four APL
! recommendations: SEl, IPl, 1IP2, and TT1.

i 1. System Engineering of Compucer Systems SEl

For systems involving several distinct functions, require

that the system be divided into functional segments Jn ac~
: cordance with the operational requirements. Require during
the Program Validation Phase that tradeoff analyses be per-
formed for hardware versus software (i.e., hardwired versus
programmable functicas) and for different computer system
architectures.

B

2. Software Development Support Tools and Facilities IP1

Ensure that the Full Scale Development program includes pro-
vision for adequate modern suppori tools and facilities, in-
cluding such items as assemblers, compilevrs, editors, debug-
ging aids, data base arnd library management systems, and

: associated operating systems. Require maximum use of exist-
ing proven tools and facilities. Provide that any of these

}’ that will be required by the Operational Support (Mainten-

s ance) Agent for system maintenance be delivered in trans-

}i ferable form and also be capable of application to future
= Weapon System programs,

N

fﬁ 3. Disciplined Programming IP2

Require that the computer program development contractor ap-
ply a highly disciplined set of engineering practices to the
detailed design and programming phases of development. This
must involve a clear and disciplined set of standards cover-
ing program structure, size, control, interrface, formai con-
ventions on data base management, and the demonstration that
the standards are enforced in practice.

2o
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4., Software Test Tools TT1

Support development of improved software test and validation
tools to reduce the cost and time involved in software verifi-
cation. These should include automated tools to identify and
exerclse all branches, to detect and isolate design faults,
and tc categorize error sources.
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11. GOVERNMENT/INDUSTRY SOFTWARE SIZING AND COSTING WORKSHOT

11.1 INTRODUCTION

The Government (or Electronics Systems Division, ESD)/Industry
Software Sizing and Costing Workshop was held on 1-2 October :974, at
the Air Force Systems Command (AFSC) ESD, Hanscom Air Force Base. Massa-
chusetts. The workshop was well attended with approximately 76 attendees
of whom half were Government representatives and the other half were
from industry. Twenty-one companies, one university, and nine USAF and
Governmental units were represented.

The geneval purpose cf the workshop was to seek & means of en-
hancing communic2:ions between the Government and industry on the prob-
lems of predicting software development costs. ''Morve specifically, the
workshop focussed attention on two key questions.

"What are the attributes of a good software requirements
specification?

"What are the prime factors affecting/driving scftware costs?"

The ultimate otjective was to enhance significantly the realism/credibil-
ity of future software costing and sizing estimates for electronics de-
fense systems.

In order to have discussion groups of workable size, the work-
shop was divided into four splinter groups of approximately 20 people
each. The small groups addressed the two questions stated above and de-
veloped arswers that are summarized in the Draft Report dated 11 Febru-
ary 1975.

11.2 FINDINGS/CONCLUSIONS

The workshop participants arrived at several important conclu-
sions. A sampling of these conclusions is as follows:

1. "The purpose of a specification is to communicate and record
the requirements of a system/project throughout its life
cycle. Typically, the system life cycle in terms of specs
may look iike the following:

11-1
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Conceptual - - Required Operational Capability

-~ Requirements Analysis and Validation
doc. Type A, System Level Spec.

Development

Producticn/
Acquisition

Type B, Development Specs.

Type C, Product Specs.

i Operation/
Maintenance

Previous doc. as updated plus others

The level of detail to which the fouregoing list of repre-
sentative specifications addresses scftware varies greatly
as one progresses through the development cycle.”

"The group noted a 'giant void' in that a thorough require-
ments analysis and validation is not presently performed in
many cases prior to writing the system spec.'

3. "Often critical performancc goals or permissible trade-offs
affecting the softiare design are not revealed in the RFP
specifications. This leads to widely varying bid estimates
and in general makes it less likely that each responder will
produce the best proposal and design of which he is capable.
In response to the same RFP it is common Lo have a five to
one ratio in bids for software efforts."

L e T —— e,
)

4. "Another example of factors affecting a software design that
¥ may be omitted from an RIFP is the failure to specify the
] maximal, minimal, and nominal expected operating conditions

{ and the performance required under such conditions."
5. "A significant problem cited was that RFPs sometimes specify
a design insteac of performance requirements to be met by a
design."
6. '"Separating design ideas from performance requirements is in

the government's best interest; it makes it more likely that
the benefits of improved design ideas can be obtained in pro-
cured systems."

7. '"One point which found very little argumen:; to derive a
good software cost estimate is very expensive. It was gen-
erally agreed that in order to accurately predict software
costs for a project, one must do a considerable amount of
design work in addition to project planning."

; 11-2
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8. '"One concept which the independently guided panels or splin-
ter groups seemed to view with favor was the possibility of
a phased contract approach or even a separate contract al-
together for software development effort."

9. "The number of delivered executable source instructions is
currently the most widely-used factor for cost estimation."

10. "In general, participants' experience indicated that the
cost per scurce instruction i1.. assembly language or machine-
oriented language (MOL) was about twice the cost per source
instruction in a higher-order language (HOL) such as COBOL
or FORTRAN., The dollar figures were derived from an esti-
mate of 15-30 HOL source instructions/man-day and the typi-
cal figure of $35,000 per burdened man-year for software
manpower,"

11. '"Some attempts hzve been made to correlate costs with such
factors as number of interfaces, percentage of branch state-
ments, number of paths through a program, and Halstead length,
but so far without any highly reliable correlations."

11.3 RECOMMENDATIONS OF THE GOVERNMENT/INDUSTRY SOFTWARE SIZING AND
COSTING WORKSHOP

1. A possible multiphased (definition, production) and/or sepa-
rate contract approach to software acquisition should be con-
sidered.,

2. Software specification standards and practices need much
improvement to ensure consistency, proper level of detail,
and clear conveyance of minimum requirements.

3. There is a need to initiate standard terminology, improved
work breakdown structure, and collectlon of good historical
cost data.

4, The fact should be emphasized that there are almost no
shortcuts to deriving a good software estimate. The pro-
cess itself will continue to be very costly since signifi-
cant software design cffort must be expended.

11-3
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11.4 CORRELATION WITH APL RECOMMENDATIONS

- o e e s

The findings and recommendations of this Government/Industry
Software Sizing and Costing Workshop correlate most closely with the
following APL recommendation: AMl.

1. Standard Criteria for Weapon System Computer Resources Ac-
quisition Management AM1

! Establish a common set of cequirements and criteria to be
applied in the acquisition and support of Weapon System com-
puter resources by all services.
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